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Introduction 


This lab manual is part of the courseware for the Microsoft Exchange Server 2013 
training offered by Zoom Technologies. 

Microsoft Exchange Server is one of the most popular mail servers in organizations 
across the globe. This lab manual comprehensively covers everything, from 
Exchange Server installation, to mailbox quotas, restrictions, content filtering and 
high availability configuration. 


It’s written in a clear and concise style, with step by step instructions and 
screenshots to make the life of the administrator easy. All exercises have been 
divided into sections: 

• Objective 

• Prerequisite 

• Topology 

• Configuration 

• Verification 

With this lab manual, the system administrator will become familiar with the nitty 
gritty of mail server configuration. Hopefully, this book will also serve him well in 
the course of his job. 

We have taken care to ensure a high quality workbook. However, suggestions and 
feedback from the students are most welcome. 
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Lab - 1: Installation of Exchange Server-2013 Application 


Objective: 

To install Exchange Server Application 

Pre-requisites: 

• Computer with a Processor of minimum 1.6 GHz speed or faster for production and minimum 
8 GB of RAM required. 

• Computer running with Windows Server 2012 Operating System. 

• Domain Controller with DNS Service. 

• Run the following command in Windows PowerShell to install other required components 

Install-WindowsFeature AS-HTTP-Activation, Desktop-Experience, NET-Framework-45- 
Features, RPC-over-HTTP-proxy, RSAT-Clustering, RSAT-Clustering-Cmdlnterface, RSAT- 
Clustering-Mgmt, RSAT-Clustering-PowerShell, Web-Mgmt-Console, WAS-Process-Model, 
Web-Asp-Net45, Web-Basic-Auth, Web-Client-Auth, Web-Digest-Auth, Web-Dir-Browsing, 
Web-Dyn-Compression, Web-Http-Errors, Web-Http-Logging, Web-Http-Redirect, Web-Http- 
Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy-Mgmt-Console, Web-Metabase, Web- 
Mgmt-Console, Web-Mgmt-Service, Web-Net-Ext45, Web-Request-Monitor, Web-Server, 
Web-Stat-Compression, Web-Static-Content, Web-Windows-Auth, Web-WMI, Windows- 
Identity-Foundation 

• Install Microsoft Unified Communications Managed API 4.0 Core Runtime 64-bit in Mail 
Server 

• Install Microsoft Office 2010 Filter Pack 64 bit in Mail Server. 

• Install Microsoft Office 2010 Filter Pack SP1 64 bit in Mail Server. 

Topology: 


Domain Controller 
SRV1 
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IP Address: 10.0.0.1 
Preffered DNS: 10.0.0.1 


Steps: 

• Insert Exchange Server 2013 DVD and double click Setup.exe 

• Select Don't check for update— ► click Next. 


MICROSOFT EXCHANGE SERVER 2013 SETUP 


? X 


Check for Updates? 


You can have Setup download Exchange Server 2013 updates ,f om the Internet before you install Exchange If updates are available 
:he/ll m dcwnlorJed and uitd by Setup By download nq up data* now. you’ll have the latest security and product updates If you 
don't want to check for updates right now. or if you don’t have access to the Internet, skip this step. If you sk-p this step, be sure to 
download and install any available updates after you’ve completed Setup. 


Svinl mw of llw following upturn; 

Q £©nntct to th« rtamtt and chack for updates 

(8) Con t cheek for updates right now 


Qfl Exchange 



• Click Next 


MICROSOF- EXCHANGE SERVER 2013 SETUP 


? X 


Introduction 


iVelcocrr to Microsoft Exchange Server 2013 

Exchange Server is designed to help yoo increase user productivity keep your data safe, and provide you with the control you need. 
You can tailor your solution to your unique needs with flexible deployment options, inci jdng hybrid deployments that enable you to 
take advantage of both on-prem«e* and online solutions. You can use compliance management features to protect against the loss of 
sensitive information and help with internal and regulatory compliance efforts. And. of course, your users will be able to access then 
•mail calenda' and voice man cr virtually any device and from any location. This wizard will guide you through the installation of 
Exchange Server 2013. 


Plan your Exchange Server 2013 deployment; 

Read about MxrotoH Lx change Server J 

Read about supported languages 

the the Exchange Server 2013 Deployment Assistant 


Qfl Exchange 


I. n 
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Select I accept— ►click Next 


MICROSOF" EXCHANGE SERVER 2C13 SETUP 


? X 


License Agreement 


PIcjsc read and accept the Exchange Server 2013 license agreement. 


MICROSOFT SOFTWARE l ICE USE TERMS 

MICROSOFT EXCHANGE SERVER 2013 STANDARD, ENTERPRISE. TRIAl AND HYBRID 


These icense terms are an agreement between Microsoft Coronation (or based on where you Irve, one of its affiliates) 
and you. Please read them. T hey apply to the software named above, which includes the media on which you received 
If, if any. The farms aKo apply ro any MlCTOiOft 


• updates. 


• supplements. 


• Internet-based services, and 


• support services 

for this software, unless other terms accompany those items. If so, those terms apply. 

By using the software, you accept these terms. It you do not accept them, do not use the software. 
Instead, return It tn the retailer for a refund or credit, f you cannot obtain a refund there, contact Microsoft or ^ 


(§) I feerpr the term* in the licenw agreement 
Q I dfi not i;ccpt tht temi in tfa kentt i^rccmtnl 

I got j| 


Qn Exchange 


5. Select Don't use recommended settings— >c lick Next 


MICROSOFT EXCHANGE SERVER 2013 SETUP ? X 

Recommended Settings 

Q ytr recommended settings 

Exchange server wil automatically check online for solutions when encountering cron and provide usage feedback to Microsoft to 
help improve future Exchange features. 

• Dun t use lecornmended vettings 

Manually configure these settings after -stal stier is complete (see help for more information 


Read more about providing usage feedback to Microsoft 
Read more about checking for error solutions online 


Qr Exchange 




Microsoft Exchange Server-2013 


Page | 4 


www.zoomgroup.com 



Check the box Mailbox role & Client Access role — ►click Next 


MICROSOFT EXCHANGE SERVER 2C13 SETUP 


? X 


Server Role Selection 


Select the Exchange server roles you wart to nstail on this comp jter. 
f ^1 Mailbox role 
PI £J*ent Access role 

[ -^| Automabca'ty install Windows Server r cles end lectures that are required to nstail Exchange Server 


Q« Exchange 


back 


ll .q«* ll 


• Click Next 


MICROSOFT EXCHANGE SERVER 2013 SETUP ? X 

Installation Space and Location 

Disk space required: 7869.5 MB 

Disk space available: 441 6S9 MB 

Specify the path for the Exchange Server installation: 

| C:\Progrem FilesXMierosoft'Exchange 5crver\V15 


brti/vse 


□« Exchange 


b*tk 
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• Click Next 


MICROSOFT EXCHANGE SERVER 2C13 SETUP 


? X 


Exchange Organization 


Speedy the name for th<s Exchange organization: 


first Otqamzatior 


□ Apply Active Directory tphft perrrrsvons security model to the Exchange orcan tatior 

The Active Directory split permission? security model is typically used by large organizations mat completely separate the responsibility 
fo- the meregement of Exchange and Active Directory among different groups of peope. Applying this security model removes the 
ability for Exchange servers and admin strata's to create Active Directory objects such as users, groups, and contacts. The ability to 
manage non -Exchange attributes on those objects is also removed. 

You shoukin t apply this security model if the same person or group manages both Exchange and Active Directory. Click T for more 
information. 


Q« Exchange 


back 


next 


• Select No— i-click Next 


MICROSOFT EXCHANGE SERVER 2013 SETUP 


? X 


Malware Protection Settings 


Malware seaming helps protect your messaging environment by detecting messages that may contain viruses or spyware. It can be 
turned off. replaced, or paired with other premium services for layered protection 

Mal-ware scanning is enabled by default. Ho%ve\er, you can disable it if you’re using another product for malware scanning. If you 
choose to disable malware scanning now. you can enable it at any point after you've installed Exchange. 

Disable mslwarc scanning. 

o Y« 

<§) *£ 

Interna access is required to download the latest anti malware engine and def nition updates. 


□« Exchange 


back 

! next 


I 1 J l 
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Click Install 


ZOOM 


MICROSOFT EXCHANGE SERVER 2013 SETUP 


? X 


Readiness Checks 


The computer vmII be checked to verify that exchange is ready to be installed. 


Prerequisite Analysis 


100S 


Warning: 

Installing Exchange Server on a domain contioller will elevate the permissions for Exchange Trusted Subsystem to domain 

administrators. 

For mote information, vi&iL h :tp// t*cl m eMrnicrp&o f t.corn/librarv 

(EXC H(..1 f jQ)/^s ext h.setcpread ness. Wamit'qlr stallE xc hancieRalesQr Dcm<iin( ontro'ler «sp> 


i 


Warning: 

Setup will prepare the crganuation for Exchange 201 3 by using Setup /PiepareAD'. No Eichange 2010 server roles have been 
detected in this topology. After this operation, you will net be aoleto nstall any Exchange 2010 servers. 

For more information, risk: http//tachnet.microsoft.com/1ibrarv(EXCHG.1 50Vms.«xch.ftupfad'Ttt.NoE14SfvrWamina.atOM 


Warning: 

This computer requires the Microsoft Office 2010 Filter Packs - Version 2.0. Please install the software from 

http //go.mic^osoft.c om/fwlmk/ ?L inkli) : 1 91 SAT . 

For more information, visits hnp//t£Ch.nc:.micrQ50^comdihraiy 
(EXCHG.1 50)/ms exch s etept* a d n *=» S.MSFilte » PackY 2 No t r ist alled.aspc 


Warning: 

This computer requires the Microsoft Office 2010 Filter Packs - Version 2.0 - Service Pack 1 . Please install the software from 


Q« Exchange 


nstall 


• Click Finish 


MICROSOFT EXCHANGE SERVER 2013 SETUP 


? X 


Setup Completed 


Congratulations! Setup has finished successfully. T o complete the installation cf Exchange Server 2013, rebootthe computer. 

You can view addition«l post-imtal-fllon tasks online by clicking the hnlc http:.Voo.microsoft-com/f admit/ p/ mkld- 2 . ? J ' 2 . You can 

also start the Exchange Administration Center after Setup is finished. 


E] liunch Exchange Administration Center ottei finishing Exchange setup 


□« Exchange 


ii fin ' ih j1 
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Lab - 2: Creating Mailbox Enabled User 


Objective: 

To configure Email account in Exchange Server using Exchange Admin Center Console. 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


Start 



• Open Internet Explorer 


Start 


Administrator A 


k 

m 

ft 

a 

ft 

0 

* 

JL 

JHi 

Server M<ru9ci 

PowetShrf 

Adrruoabatvva 

Tooh 

Stove 

Oefauft 

Program 

WedomM«M 

Player 

OHS 

<3 

ft 



& 



Computer 




Character Map 

Dnk Cleanup 

AOSUda 

m 

£ 



m 

\ 


Control PanH 

Internet [ipfartf 



Srappnq Tool 

Sound Recorder 

Arrive fWrtr 
Own and 





Kfil 

J ¥ 

rf 

Oifctop 

■ ■ 1 1 



Mat** Input PanH 

Group Pofccy 

Active Orectc 
Site? «rd .. 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 



s 


Internet t-xptnrer f-nh.mc i*d Security Contiqurdtion is enabled 

Intnwt Exolorer Enhanced Security Configuration it currently enabled on your server. This configures a number of security settings that 
define how utc & browse Internee end intranet i*eb sites. Tfie conhgu ratio, <\ also reduces the exposure of your server to Web sites that might 
pose a security risk. For a complete list of the security settings m this configuration, see f 
Configuration . 


This enhanced level of ?eeunty can prevent Web "tes from di'playmg correctly m Internet explorer and restrict acre 1 ' - to net's c-rt< '■ecotree*’ 
-II, * - til *' -niriv“-..? n «r-j n g ( n.r - - - , in' -.harOi If VOM Wilt tO bfOIMC • W«b dtC tht ng Ires Internet tvplo'-c'funrr-rol^ — 
hew hem tfisnblrd, you con odd the Web '.itc to the inclusion I, in the local intrnnet or Trusted sites zones. For more information, see 
Managing intrrnrt Explorer Enhanced recu nry configuration . 


• Enter User Name and Password— »click sign in 
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• In Exchange Admin Center— ►select Recipients— ►select Mailboxes tab— ►Expand (+) —►select 
User Mailbox 


fj Enterprise Office 


Exchange admin center 

recipients mailboxes groups resources contacts shared migration 


I M 

- ? » 


compliance managemeni 

organization 
protection 
mail flow 
mobile 
public folders 
unified messaging 
servers 
hybrid 



Administrator 

AdnvrwtfirtcxC ic hangc-cpT 

Tale 

Office: 

Phone and Voice Features 

Drafted M«?uginq Drubfed 
fnjble 

Mobde Dcwcn 

Dneble L*ttung« Active Sync 

View dctWi 

In-Place Archrve 

Afthwin?: OiMbtod 
Irublt 

m-PlaceHokJ 

LHe» n not undef hold 


• Enter Alias name, select New name, enter First name— ►scroll down 


htt ps ://srv 1 . excha nge. com/? p w m ci d = 2&Ret u rn Obj e ctT yp... 


new user mailbox 


Help 


Alias: 


user! 


O Existing 


user 


browse.. 


• New user 
First name: 



“User logon name: 

@ I exchanoe.com V* 1 


/S 


V 


save 


cancel 


*** 100 % - 
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Enter User name and Password— >click Save 


https://srv1. exchange.com/? pwmcid=2& ReturnObjectTyp... 


_ □ x 


new user mailbox 


First name: 


user! 


Initials: 


Last name: 


‘Display name; 

user 1 

‘Name: 

userl 

Organizational unit: 

browse... 

*LJser logon name: 

iKPr 1 <£D exchange.com | 

'New password: 


'Confirm password: 



□ Require password change on next logon 
More options... 


Help 


cancel 


javascript: doPostBack('ctiOQSResultPanePlaceHolder$Newl 100% " 


• Userl displayed on List View 





-| ff ! x ■ 

Q_ 

& https //srvl exchange.com • cp/ 

•P ’ c 3 mailboxes - Microsoft. <1 

to*© 


fj EMpiprise Oil*. ’65 


Exchange admin center 

redpients mailboxes groups resources contacts shared migration 


permissions 

compliance management 

organization 

protection 

mail flow 

mobile 

public rotters 

unifieo messaging 

servers 

hybrid 


+ - ✓ a - fia- 


OSftAVNMe * VAILSCX TYPE SMA.O>^£SS 

Aomin ittrstor liter AdrruntttratcrC^^^anqe com 


used Umi um 3 U*dk 1 uik)u.«m 


userl 


U*er tnailhox 

user 1 CQexcharxpe.co'Ti 

F*tt e; 

Office 

Wort phone 


Poor* and Vote Features 

Unified Mnwging Diublrd 
Enable 

Mobil* Dev-ces 

Dsib« Lochang* Active Sync 

Vewdrtiik 

In-Pace Archive 

i 'chr. irvq Disabled 
Enable 

in- P ace Hold 

User is ant under hold 


V 


■ sn ored o * i torsi 


• Similarly create Mailbox Enabled User (Ex: User2) 
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Lab - 3: Creating Mail User 


Objective: 

To configure Mail User in Exchange Server using Exchange Admin Center Console. 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Admimst.. 


<3 

Computer 

* 


Network 


9 

Recycle 

Bin 


Control 

Panel 


T2 


2:53 Thursday 


May 16 


Windows Server 2012 


P 

Search 

O 

Share 

mm 

mm 

Stan 

■D 

Devices 

o 

Settings 


• Open Internet Explorer 


Start 


Administrator 

• 

L 

Server Manage* 

r 

PowerShei 

a a n» 

Admmatrat pm De'auR 

Tools Store Programs 

0 

Wndow Media 

Player 

e 

Jk 

DNS 

Q 

* 


* 


Compete* 

Task Manage* 

Character Map 

Disk Cleanup 

ADSIldrt 

W 

£ 

1 * 

\ 






Artive TWertt 

Control PenH 

Internet txptorer 

Srappmq Tool 

Sound Recorder 

LHen and 



ra 

■ 





Group Pofccy 

Active Dwectt 

Desktop 


Matt' Input PanH 


Sites and... 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 




m 




Ifrtenne! Explorer Enha. 



Internet Explorer Enlidiiteil Security Con riyurdtiun is endbled 

Internet Explorer Enhanced St*. ur tv Confer at ion it currently enabled on your teruer. Thus configurer a number of security lettings that 
define ho 1 /, usen* browse Internet and intranet Web sites. The ccnfigtration also reduces the exposure of your server lo Web sites that might 
pose a srcunty risk. Tor a complete list of the secunty setting's m this configuration, see T^eds of Internet Excise- Enhanced Secimn 
Configuration . 

This enhanced level of security con prevent Web vtes from displaying correctly in Internet Explorer and restnrt acress to network resources, 
such as tiles on Universal Naming Convention (UNCJ shares. If you wont to browse a Web site that requires Internet Explorer functionality that 
hag been disabled, you can add the »Vec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng Internet Exp lorer bnhanc ed Secu nty configu r atio n. 



• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Recipients— ^select Contacts tab— ^Expand (+) — ^select Mail 
User 


nrps I exthange.com ter 


P - C 


-■ contacts - Microsoft £... 


Q Enterprise OHkh 365 


Exchange admin center 

recipients 

permissions 

compliance management 
organization 
protection 
mail flow 
mobile 
pink f ofctets 
unified messaging 


mailboxes groups resources contacts shared migration 


+ * / a -pa 

Ma 4 contact 

Malimr 


a CONIAC... EVjg. ADORiSS 
Thrrr /vr no item v to show in thr view, 




Administrator * ? 


hybrid 


LJjdertea of J total 


I https:.- 'srvl.exc^ange com.^cp/L'^r; , 3roucs/Cortactidac‘jhC'-</he!p-falsec 


• Enter Alias name— center external email address— ^select New user— ► enter First name— ^scroll 

down 


https://srv1.exchange.com/?pwmcici=1&RetumObjectTyp... I “ a I 

Help I 

new mail user 


'Alias: 


tempi 


(§) SMTP 

o 


•txterrval email address 


temp 1 <8>gmail.com 


O Existing user 

® New user 
First name: 




Initials: 


Last name: 


-Display name: 


tempi 


"Name: 


3 


save 


cancel 


•til 00% 


0 


Microsoft Exchange Server-2013 


Page | 16 


www.zoomgroup.com 





• Enter User logon name and password— ►click Save 


V "v https://srv1 .exchange.com/7pwmcid = 1 StReturnObjectTyp. 


new mall user 


Help 


• ' New user 
First name: 


tempi 

Initials: 


Last name: 


‘Display name: 

tempi 

"Name: 

tempi 

Organizational unit: 

browse... 

"User logon name: 

tempi @ exchange.com v 

"New password: 


"Confirm password: 



□ Require password change on next logon 


/S 


V 


cancel 


^. 100 % - 


Microsoft Exchange Server-2013 


Page | 17 


www.zoomgroup.com 



Lab - 4: Creating Mail Contact 


Objective: 

To configure Mail Contact in Exchange Server using Exchange Admin Center Console. 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Admimst. 


Q 

Computer 


Network 


f 

Recycle 

Bin 


Control 

Panel 




2:53 Thursday 


May 16 


Windows Server 2012 


P 


Search 


o 


hare 


Devices 


o 


Settings 


• Open Internet Explorer 


Start 


Administrator A 


L 

T 

ft 

a 

m 

5 1 

* 

A 

Server Minogn 

W ndows 

PcwerShdl 

Administrative 

Toots 

Store 

Debut 

Program 

Windows Media 
Player 

DNS 

Q 

<9 





*5 

Compute' 

Task Manager 



Character Map 

Disk Cleanup 

ADSI Fdit 

W 

£ 

I 


e 

\ 


Control Pand 

Internet uplww 



Stepping Tool 

Sound lire order 

Actwe (Wectt 
Users and.. 





wk 

F 

rf 

Desktop 

i»». ■■ - 



Mat* Input PanH 

Group Pohcy 
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Active Deecfc 
Sites and- 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 




m 




Ifrtenne! Explorer Enha. 



Internet Explorer Enlidiiteil Security Con riyurdtiun is endbled 

Internet Explorer Enhanced Se. ur tv Confer at ion it currently enabled on your teruer. This configurer a number of security letting* that 
define ho 1 /, usen* browse Internet and intranet Web sites. The ccnfigtration also reduces the exposure of your server lo Web sites that might 
pose a srojnty risk. Tor n complete list of the secunty setting's m this conhgu ration, see T^eds of Internet Excise- Enhanced Secimty 
Configuration . 

This enhanced level of security con prevent Web sites from displaying correctly in rntemet Explorer and restnrt acress to network resources, 
such as tiles on Universal Naming Convention (UNCJ shares. If you wont to browse n Web site that requires Internet Explorer functionality that 
hag been disabled, you can add the »Vec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng Internet Exp lorer bnhanc ed Secu nty configu r atio n. 



• Enter User Name and Password— >click sign in 
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• In Exchange Admin Center— ►select Recipients— ►select Contacts tab— »Expand (+) —►select Mail 
Contact 



• Enter first name, alias name and external email address— ►click save 


-i-i-i 


httpsy/srvl .exchange.com/Ppvvnncid = 38tReturnObjectTyp 


new mail contact 


Help 


First name; 


[sam 

Initials; 

I 

Last name: 

f 1 

’Display name: 

|sam 

"Name: 

| sam 

'Alias: 

|sam 

•External email address: 

| sam gbyahoo.com 

Organizational unit: 

browse- 


cancel 


•hioo% - 


J 


0 
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Lab - 5: Creating Distribution Group 


Objective: 

To configure Distribution Group in Exchange Server using Exchange Admin Center Console. 

Pre-requisites: 

Before working on this lab, you must have 

1. A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



EXCHANGE.COM 


SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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IE 


Administ- 


& 

Computer 
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Network 


? 

Recycle 

Bin 


Control 

Panel 


T3 


2:53 Thursday 


Windows Server 2012 


P 

Search 
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Share 


■D 
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Settings 


May 16 


• Open Internet Explorer 


Start 



Administrator 

• 

L 

Server 

T 

Widows 

PwwrShdl 

a a 

A<Jmir-tVJtrwe 

T00H Store 

m 

Default 

Prog 'amt 

0 

Window* Media 
Player 

e 

Jl 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 
(Ex: https://srvl.exchange.com/ecp) 







Internet Explorer EnlidiiieU Security Conflyurdtion is enabled 

Internet Explorer Enhanced Security Conf yuratio i is currently enabled on your seruer. This configures a number of security settings that 
define bo* user* browse Internet and intranet Web sites. The configiralion also reduces Ibe exposure of your server to Web sites that might 
pose a 'r runty risk. For » compete list of the security settings »n this ronhgurabon, see r, ~eds ot Internet Expire' Enln-red f>cunn 
Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict access to network resources, 
such os tiles on Universal Naming C onvenbon (UNCj shares. It you nant to browse o Web site that requires Internet Explorer tunm onality that 
has been disabled, vou can add the *Vcc cite to the mdunon lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng intern et Explorer Enhanced b ecuntv Configuration . 


• Enter User Name and Password— »click sign in 
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In Exchange Admin Center— ►select Recipients— ►select Groups tab— ►Expand (+) 
Distribution Group 


►select 


■>v a - 


exctun 9 e.c 0 m 


g-sfia 


groups • Microsoft Ex_ 


f] Enterprise Office 365 


Exchange admin center 


recipients 

mailboxes groups n 

permissions 

f • / ■ fi O - 

compliance management 

Distribution group 

organization 

Security group 

Dyntmic distribution group 

protection 

mail flow 


mobile 


pjblic folders 


unified messaging 


servers 


hybnd 



rvPC MAil ADOftfSS 

tre ire no items to show m thn view. 



Admtrwst^tor - ? - 


0 selected of 0 tow 


https;' srv l enchengtcom ecp lHersGrcupvDistnbvtJcnGfCupi^spi'showhelp-f she* 




Enter Display name and Alias name- ►scroll down 

https://srv 1 .exctnange.com/?pwmcid= 1 &ReturnObjectTyp... I — . 13 IT x 

Help I 

new distribution group 


•Display name 

I53BS 

"Alias: 

[sales 

Description: 


This name will appear in 
the address book and on 
the To and Cc lanes when 
email is sent to this group. 
The display name should be 
user-friendly so that users 
will recognize what it is. 


Organizational unit: 


browse. 


J 


"Owners: 


Administr<ator 


Members: 


V 


save cancel 

https://srv1 .exchang e.co m/ecp/UsersGroups/NewPlainDistril S 100% 


0 
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Select Members— »click on (+) Add 


TZ 


https://srv1 .exchange.com/?pwmcid = 1 & Return ObjectTyp. 


new distribution group 


browse.. 


'Owners: 


■Admini strato r 


Mem bers: 

0 Add group owners as members 


Choose whether owner approval is required to join the 
group. 


Help 


save 


cancel 



https://srv1.exchange.com/ecp/UsersGroups/NewPlainDistril 100% 


Select the specific users— >click Add— *click 0k 


IT 


https://srv1 .exchange.com/?pwmcid= 1 StLaunche... 


add 


Help 


DISPLAY NAME 

a EMAIL ADDRESS 

Administrator 

Ad mi n rst rator @ exch ange .com 

sam 

sam@yahoo.com 

tempi 

temp1@gmail.com 

user 1 

user 1 @eKchange.com 


user2@exchange. corn 

user3 

user3@exchange.com 

user4 

user4@exchange.com 

2 selected of 7 total 


user! {remove] ; user2[remove]; 


- 


cancel 
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• Click Save 


https://srv1 .exchange.com/7pwmcid = 1 &RetumObjectTyp 


new distribution group 


Help 


Members: /V 

[y] Add group owners as members 


liver 1 


user2 


Choose whether owner approval is required to join the 
group. 

<§> Open: Anyone can join this group without 
being approved by the group owners. 

O Closed: Members can be added only by the 
group owners. All requests to join will be 
rejected automatically. 

O Owner approval: All requests are approved or 
rejected by the group owners. 

Choose whether the group is open to leave. 

® Open: Anyone can leave this group without 


cancel 


https://srv1.exchange.com/ecp/UsersGroups/NewPlainDistril 100% 


-J 
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Lab - 6: Accessing the Mailbox using Outlook Web App 


Objective: 

To access Email Account using Outlook Web App 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 2012 server or windows 7 

Topology: 



SRV1 


SRV2 


Domain Controller 


Member Server / Client 

IP Address 

10.0.0.1 

IP Address 

10.0.0.2 

Subnet Mask 

255.0.0.0 

Subnet Mask 

255.0.0.0 

Preferred DNS 

10.0.0.1 

Preferred DNS 

10.0.0.1 
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Steps: 


• Start 


Admiral. 


Computer 


Netwoik 


Recycle 

Bin 


Control 

Panel 


T2 


2:53 Thursday 


Windows Server 2012 


P 

Search 

O 

Share 


sun 

Devices 

o 

Settings 


May 16 


• Open Internet Explorer 


Start 




Administrator 

•a 
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<k 


d 
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JL 
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PomerShefl 

Adffitmlutoe 

Toob 
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De'auft 

Programs 

Window* Meek* 
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DNS 

C 3 
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Computer 

TmI Mbobjo 
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Onk Cleanup 

ADSltdtf 
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<r 
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♦ 
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t» ltrrnet Liploiff 



Snypmq Tool 

Sound Recorder 

Active fWrtr 
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fU 
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rf 
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Mat** Input Panel 

Group Pokey 
Management 

Active tVectr 
Srtes and .. 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/owa) 






hnpsy/sfv I PKCtiangexorn/owa 




P ' <9 Internet Explorer Enha. EL 


Add 

nutrnei explorer cmidiiceu security configuration is enabled 




Internet Explorer Enhanced Security Configuration currently enabled on your &eruer. This configures a number of security settings that 
define bo* user* browse Internet and intranet Web sites. The configuration obo reduces tbe exposure of your server to Web sites that might 
pose a srojnty risk. Tor a complete list of the secunby setting** in this conhgurabon, sec Everts of Internet Expire- Enhanced Seeuntv 
Configuration . 

This enhanced levd of srrurity con present Web sites from displaying correctly »n Internet Explorer and restrict acress to netnod* resources, 
such as tiles on Universal Naming Convention (UNCJ shares. If you wont to browse a Web site that requires Internet Fxplorer functionality that 
has been disabled, you can add the Wee cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng Internet Exp lorer bnhanc ed sccun tv configu r atio n. 


• Enter User Name and Password of the User— »Click Sign In 



- n X 


1 Mtpsy/srvl exchange.com/owa/autVlogon.aspx?re P* S C Q Outlook Web App 



Outlook' Web App 


user 1 Pcxchange com, 


® s ig n i n j 
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• Click Save 



C httpt/'srv 1 enchangexom/owayiat^guagetdection.; P - 8 C|fl Outlook Web App 



Outlook Web App 




Engl««h (United Statat) 

3 


(UTC-OhOOl Pacific Tm (US &Cmd*) V] 


© savd 



• Select New Mail 




-1*1*1 

C3 4? https // srv 1 exchange.com 'owa/ 

i-serl - Outlook Web ... 1 

g> 6 ©| 

0a Outlook Web App 

Mail Calendar People Tasks 

user! • 0 ? 


SO new mail “ ,rth P 

all unread to me flagged 

« IM»OX CONVCPSATIONS BV DATE ~ 


a Monies 
tnbo» 

Sent Item* 
Draft* 


Nkm 

Drafts 
Sent Itwm 
Deleted Item* 

lunk Tmail 
MofK 


There ar« no Hems to 
show In thK view 


There are no Items to show in this view 


Microsoft Exchange Server-2013 


Page | 31 


www.zoomgroup.com 


0 






ZOOM 


TECH N OLOG IE 



0 


Enter User name— center the Subject— center the Message— >Click Send 


A 'i; ^3 https sn excha nge.com towa' P • ft C jj 

O userl Outlook Web _ > 

0a Outlook Web App 

Mail Calendar People Tasks 

J 


© new mail 


S«nt Homs 
Oolts 


all unread to me flagged 

N90X CONVtftSAf OfS BY QATt 


Sjjfial X IWCAUD • MSO IT 
to: iMr^CtKhanytxom 



Test Mo.11 


T atom a 


• 1 10 ’I B I U £ IE T A 


Droits 
Sort Horn 
DHrtrd items 

Junk (mod 


There are no items to 
) show m thft vtew 


Click on Sign Out 


Welcome to Exchange 


@ new mail 


a F*YOrit« 


Sent (term 
Drafts 


searc r P 

aii unread tome flagged 

U30X CCWVERSAT QMS BV DAT1 ~ 


userl 

uiet 1 ftaxiwig&aim 


Oper. soothe ' mailbox.. 
Sign out 


1 



a userl 
Intow 
Drafts 
^nt items 
Deleted items 
iunlr Email 
Motes 


There are no items to 
show mthe view. 


Ther* are no items to s hov r the v**y» 
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Lab - 7: Accessing the Mailbox using Microsoft Office Outlook 2013 


Objective: 

To access Email account using MS Office Outlook client 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7 with MS Office 2013 installed. 

Topology: 



EXCHANGE.COM 


SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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- 



Start 



Settings 


• Open Outlook 2013 


Start 


Administrator A 


Cl 
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« 

oa 
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Ml 

Window* Med* 
Player 

Internet 

Inter motion- 

Fe4ovef Ouster 
Manager 

Outlook 200 

Ac cm 2013 
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X| 


utter Map 

DnkClrmtp 

Ouster Aware 
JpiMing 

Exchange 

Management— 

lartJCIJ 

SkyOnve Pro 

2013 
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*p«ng Tod 

Sound Recorder 
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Toolbox 

Google Chrome 

lync20O 

0nrftot«200 
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• Enter User name (Ex: - Userl)— »Click Ok. 



• Enter User Name, E-mail Address and Password— >Click Next 


Add Account 


Auto Account Setup 

Outlook can automatically configure many email accounts, 


E-mail Account 


Your Name; 

E-mail Address: 

Password: 

Retype Password: 


userl 


Example: Ellen Adams 


U5er1@exchange.com 


Example: ellen@contoso.com 


******** 


******** 


Type the password your Internet service provider has given you. 


(. • Manual setup or additional server types 


s\/ 


< fiack 

Next > 


Cancel 
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Click Finish 


Add Account 


Congratulations! 


Configuring 


Outlook is completing the setup for your account, This might take several minutes, 
v/ Establishing network connection 
«/ Searchingforuser1@exchange.com settings 
V Logging on to the mail server 


Congratulations! four email account was successfully configured and Is ready to use. 


Q] Change account settings 


Add another account... 


< Back 

Finish 

s — ' 


Cancel 


• Enter User E-mail Address and Password— >Click Ok 


Windows Security 

Microsoft Outlook 

Connecting to user1@exchange.com 



user1@exchange.com 


Domain: exchange.com 
@ Remember my credentials 



Cancel 
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• Access the Mailbox of Userl— >-Click New Mail 


® E5 • 


OuCook To day - Outlook 


? m - 3 X 
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HCMe 

1 *1 

[ sk 
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New 
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Email 

Items ’ 
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Sent Items 
Deleted Items 


SEND / RECEIVE FOLDER VIEW 
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Type the user email address (Ex: User2)— »Click Send 


° H O t 4» 


Hi Message - Message (HTML) 


? _ □ X 


F|LE || 

MESSAGE INSERT 

OPTIONS 

FORMAT TEXT REVIEW 
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Paste 
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Zoom 
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Clipboard R. 
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Zoom 
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Verification: 

1. Log in as User2 and check the Mail for confirmation in MS Office Outlook 2013 



B' Q 

*5 * 



FILE 

||j HOME 

SEND /RECEIVE 
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Q * 
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^ Reply 




Q Reply All 

New 
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Items * ^ 


tv Forward 


tndoi * uMf20achan9e com • Outlook 
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ft 
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a Favorites 

Inbox 1 

Sent Items 
Deleted Items 

a user2@exchange.com 
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Deleted Items 
Junk Email 
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Search Folders 
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ty To Manager 
* □ Team Email 
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a l<xUy 
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let! M«i for Um< 2 <rnd» 



*«ply ^ XepTy Al toward 

Mon 12/2,2013 11X0 AM 
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Lab - 8: Adding Multiple E-Mail Addresses to Mailbox 


Objective: 

To add multiple emails addresses for a Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



EXCHANGE.COM 


SRV1 


SRV2 


Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Windows Server 2012 
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Search 
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Share 


-D 
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Settings 


Admimst 


*3 

Computer 
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Network 
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Control 
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235 ™* > ' 


May 17 


• Open Internet Explorer 


Start Administrator ^ 
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Server Manager 
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Tools 
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Programs 
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Computer 
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Control Pend 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

iiuernei explorer tniidiiteu security cunflyurdtion Is enabled 

Internet Explorer Enhanced Se.unty Configuration it mn-nlly enabled on your &eruer. Thu configurer a number of recunty rettingr that 
define bo* users browse Internet and intranet Web sites. The configuration obo reduces the exposure of your server to Web sites that might 
pose a srojnty risk. For a complete list of tbe security settings in this configuration, see Everts of Internet Explore- Enhanced Seeuntv 
Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict acress to network resources, 
such as tiles on Univeesal Naming Convention (UNCJ shares. If you want to browse a Web site that requires Internet Fxplorer functionality that 
has been disabled, you can add the iYec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing internet Explorer fcnhanc cd Secun ty configu r atio n. 


• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Recipients— ^select Mailboxes tab— ^select User (Ex: 
MD)— ^select Edit tab 

- ® x 



l] Enterprise Office 365 


Exchange admin center 


recipients 

permfisions 

compliance management 

organization 

protection 

mail (low 

mobie 

public folders 

unified messaging 

servers 

hytxid 


ma 


get 
+• /• ■ 

CWPUkV *4AM€ 


groups resources contacts shared migration 

- P 0 ~ 

EVA . AOOftfSS 

AdmtflittratorOeichangexom 


P* 

umtI 

Ui* 2 

u««r3 


Umt 

User 

User 

Us«r 

User 


p*Ccsch«ngcxofn 
us*r 1 9e>ch«ngexom 


utcf4£«£h*ngcx0m 


Adm.^ftrator • ? * 



Tiflr 

Olfcce 


Pr>one and Voice Features 

Unified Messtgmg: Drvibied 
Eneble 

Mob* Devices 

O-.jbir Ewhingr Active Sync 


In-Place Arcfwe 

Archiving; Disabled 
Enable 


In-Place How 

User s not under hold 


httpsc//srv1 etchangecom' ecpAJsersGroupvMailboaes sJab'showheip^false* 


of 7% 


• Select email address tab— >click Add (+) 


https://srv1 exchange.com/?pwmcid=3&ReturnObjf 1 crType=18firi=7a59bf?a-7 t }41-4358-... 


md 


Help 


general 
mailbox usage 
contact information 
organization 


Fach email address type has one default reply address. 
The default reply address is displayed in bold. To change 
the default reply address, select the email address that 
you want to set as the default, and then double-click to 
edit it. 


► email address 


Email address: 


mailbox features 

!+! ✓ 

member of 

MailTip 

TYPE 

mailbox delegation 

SMTP 


EMAIL ADDRESS 


md§edungejcom 


You can add, change, or 
delete an email address 
associated with the user. 

/ The user's primary email 
v. address is displayed in bold 

type, but they’ll receive 
email sent to any address in 
this list. 


@ Automatically update email addresses based on 
the email address policy applied to this recipient 


save 


cancel 


* 100 % - 
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Enter the E-mail Address (Ex: raj@exchange.com)— »click OK 


© 


Email Address -- Webpage Dialog 


new email address 


Help 


Email address type: 

(•) SMTP 
O CUM 

o Jfrrtfr a custom address type 

The address can be EX, X.500, X.400, MSMail, 
CcMail. Lotus Notes. NovellGroupWise, EUM 
Proxy address, and free text Leam more 

'Email address: 

rajgexehange.com 



cancel 


• Click Save 


https://srv1 .exchange.com/?pwmcid=3&ReturnObjectType=1&id=7a59bf2a-7941-4358-... 


md 


genera! 
mailbox usage 
contact information 
organization 


Each email address type has one default reply address. 
The default reply address is displayed in bold. To change 
the default reply address, select the email address that 
you want to set as the default, and then double-dick to 
edit it 


► email address 


Email address: 


mailbox features 

+ 

\ 

1 


member of 


MailTip 

TYPE 

EMAIL ADDRESS 

mailbox delegation 

SMTP 

md@etchangexom 


smtp 

raj@excha nge.com 


@ Automatically update email addresses based on 
the email address policy applied to this recipient 


Help 


cancel 


^ 100 % - 
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Verification: 


Log in to User Mailbox (Ex: Userl) and send email to raj@exchange.com and verify the mail in 
the Inbox of MD User 




https /sivl exchange.com 


P • AC[ Q ujerl - Outlook Web - « n 



Qa Outlook Web App 


© new mail 
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Sent Items 
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Lab - 9: Applying Message Delivery Restriction on the User 


Objective: 

To block a user from sending emails to a specific Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



EXCHANGE.COM 


SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 
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• Open Internet Explorer 


Start 


Administrator 

• 

L 

» a d 

Cl 0 

t 

A 


WnOowrt Admmntratwe 

Default Wmdom Media 


Server Mr^ct 

PcwerShefl Toob Store 

Programs Player 

DNS 

<3 

m 

*< w 

R 

Computer 

Task Manager 

Omncr Map Dirk Cleanup 

ADSI Edit 

* 

g 

« \ 





Active Dvectc 

Control Pand 

Interne*. Explorer 

Sniping Tool Sound Recorder 

Users and.. 



fU W 

if 



Group Pofccy 

Active Direct! 

Desktop 

e— — - 

Math Input Pand Management 

SHes and_ 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

hi lernei explorer tniidnmu security lunfigurdtion Is enabled 

Internet Explorer Enhanced Security Cor.hguiwtkvi t currently enabled on your &eruer. Thu configurer a number of security settings that 
define ho* users browse Tnternrt and intrand Web sites. The configtration also 'educes the exposure of your server to Web sites that might 
pose a security risk. Tor a complete list of the secunty settings m thrs configuration, sec f*eds of Internet Explorer Enhanced Seeuntv 
Configuration . 

This enhanced level of srru-ity can prevent Web sites from displaying correctly in [ntemet Explorer and restrict acress to network resources, 
such as tiles on Universal Naming Convention (UNC) shares. It you want to browse a Web site that requires Internet Explorer functionality that 
has beer disabled, you can add the Web cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing Internet fcxptc rcr fc nha n :cd secun ty configurator . 


• Enter User Name and Password— >click sign in 
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• In Exchange Admin Center— ^select Recipients— ^select Mailboxes tab— ^select User (Ex: 
userl)— ^select Edit tab 



• Select Mailbox Features— ^scroll down 


https://srv1 .exchangp.com/?pwmcid=3fiiReturnObjectType=1&iri=f3ff , 7172-f t >84-4f8e-8... 


x 


userl 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
► m ailbox features! 

member of 

MailTip 

mailbox delegation 


Select the mailbox settings, phone and voice features, 
and email connectivity options for this mailbox. Learn 
more 

Sharing policy: 

| Default Sharing Policy V 

Role assignment policy: 

Default Role Assignment Policy v 


Retention policy: 

[No Policy] v*| 




Address book policy: 

[No Policy] V | 


Phone and Voice Features 

Unified Messaging: Disabled 

Enable 

Mobile Devices 

Disable Exchange ActiveSync 

View details 


L 


save 


cancel 

+ \ 1 00 % - 
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In Message Delivery Restriction select View Details 


http5y/srv1.exchange.com/?pwmcKl-38iReturnObjectType-1&id=l3fe7172-f584-4f8e-8~ . “ T ° 

jserl 


Hdp 


general 
mailbox usage 
contact information 
organization 
email address 
► mailbox features 
member of 
WaiiTip 

mailbox delegation 


MAPI: Enabled 
Disable 

Litigation hold: Disabled 
Enable 


Archiving: Disabled 
Enable 


Mail Row 
Delivety Options 

Delivery options control forwarding and recipient lends. 
View details 


Message See Restrictions 

Mfnaqr we restrictions control the maximum size of 
messages that the recipient can send and receive. 

View details 

Message Delivery Restrictions 

Message deWery restrictions define which senders can 
and can t se nd messages to this recipient 
VitWfdgttii 


✓s 


V 


save 

cancel 



javascrip t_d oPostBack(’ctlOO$ctlOOSResultPanePiaceHolderSMailboxSMailboxfeatures$cc +, 100% 


• In Reject messages from, select Senders in the following list— >click Add (+) 


a 


Message Delivery Restrictions — Webpage Dialog 


message delivery restrictions 


Help 


DISPLAY NAME 


I I Require that all senders are 
authenticated 

Reject messages from: 

O No senders 

•- Senders in the following list 


DISPLAY name 


ok 


cancel 
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• Select the user (Ex: User2)— ►click Add— ►Click Ok 


Select Members - Windows Internet Explorer 



https://srv1 exchange.com 'ecp/P''ckers/MemberPicker.aspx?p\ A 


JD Help 


DISPLAY NAME 

a. EMAIL ADDRESS 

Administrator 

Administrator@exchange.com 

md 

md@exchange.com 

pa 

pa@exchange.com 

sales 

sales@exchange.com 

tempi 

tempi @gmail.com 

userl 

userl @exchange.com 


usef2@exchange.covn 

user3 

user3@exchange.com 

user4 

user4@exchange.com 

1 selected of 9 total 


add -> 


user 2 [remove] : 




cancel 


• Click Ok— ►Click Save 
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Verification: 


Login as user (Ex:llser-2) and send message to Userl, and verify for Undeliverable Message 


© new mail 


P - a cl 0 mr .2 Outlook Art i.po 


Qs Outlook Web App 


P 

all unread tome flagged 


CONVWSATKVtt §t OATl « 


«' Microsoft Outlook 

4 test mai 

Delivery hn faded to these iw pwrtt or groups i 


Mwowfl Outloo* 
+ user 2 


*^to 


Drafts 
Sant Harm 
Deleted Hems 
Jur*Env»l 


X I* 
4*0 


*•* 

x r 


Calendar People Tasks 


-I * 

M>2' O ? 


test mail 


Ft 


Microsoft Outlook < Microsoft! x" 

Tua 4/ 1 4/201 J iM PM 


To sand this mnwoc rown dsdkhere. 


Delivery has failed to these recipients or groups: 


Your message can't be delivered because dekvery to 
this address is restricted 


DUgnfNtk Information for odmlotarotorv 

Gerve rating server: SRVl.axchanga.cocn 
usecl 6 exchange.com 

»5W 5.7. 1 RtSOtVtR.RST NotAuthorued; not Mthomtd 99 
Original massage headers: 

r.nn. . f..a fl flMl — - m mm - lift! Uii 
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Lab - 10: Applying Message Size Restriction on the User 


Objective: 

To define message size limits for sending and receiving email. 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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AdmmisL. 


Computer 


Network 


Recycle 

Bin 


Control 

Panel 



Windows Server 2012 


P 

Search 

O 

Share 


■D 

Oevrces 

o 

Settings 


• Open Internet Explorer 


Start 


Administrator A 


& 

T 

<k 

a 

13 


t 

jAl 

Server Manner 

Widows 

PcwerShHI 

Administrative 

TooH 

Store 

Default 

Program* 

Window* Media 
Player 

DNS 

Q 

m 



& 


R 

Computer 

Task Manager 



Character Map 

Dick Cleanup 

ADSI Edit 

& 

& 



« 

\ 


Control Panel 

Internet Eaptoret 



SnppingTod 

Sound Recorder 

Active Deectt 
User* and . 





ra 

■ 

if 

Desktop 

■ — ■ ■■ ~ 



Math Input Panel 

Group Pokey 

Management 

Active Deeetr 
S4e* and. 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 

(Ex: https://srvl.exchange.com/ecp) 



https 7/ srv I evchangexom/ecp 


& ' | 3 Internet Explorer Enha. 



Add 


in lernei explorer emidiiceu sesurny configurdtion Is enabled 

Internet Explorer Enhanced Snurfty Cor .figuration is currently enabled on your center. Th* configure* a number of secunty letting* that 
define ho*, risers browse Internet and intranet Web sites. The corfigtralion also reduces the exposure of your server to Web sites that might 
pose a srointy risk. Tor o complete list of the seajnty settings in this configuration, see fleets ot Internet Exol-c- Enhs-i red Security 
Configuration . 

This enhanced level of srcu r ity can prevent Web sites from displaying correctly in Internet Explorer and restrict acress to network resources, 
such as files on Universal Nomng Convention (UNC) shares. It you woe# to browse a Web site that requires Internet Fxplorer functionality that 
has bee- disabled, you can add the .Veb cite to the mdusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing intern et fcxpl:rcr tnha'-red Security configurator . 


• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Recipients— ^select Mailboxes tab— ^select User (Ex: 
user2)— ^select Edit tab 


I I M 



n Enterpr ise Office 365 


Exchange admin center 


recipients 

permissions 

compliance management 

organization 

protection 

mail (low 

mobie 

public folders 

unified messaging 

servers 

hybnd 


ma 


GET 

+■ ✓ • 

CXSPUkV HAVtt 

Admirvitrato' 

md 

P* 

trl 

u««r3 
u*«f4 


groups resources contacts shared migration 

~ p 0 ~ 


MMBOKTYPf 

User 

User 

Umt 

User 

User 
User 


EUfcl AOOftfSS 

Adm«iistrator9e*cHangexofvi 
mdOexdungexom 
p*^«cchan9cxom 
user 1 0ochengexom 

KSS9 

uterBOetfhen9e.com 
utcf4£«ch*ngcxom 



A dm n.rtr to * • ? » 


user? 

User rrvaJboi 

mer2 OercHengexom 

T»e 

OAcr 


Phone and Voice Features 

Unified Messaging. Disabled 
Enable 

Mobue Omen 

Disable Exchange ActweSync 


m-Piace Archive 

Archiving Disabled 
Enable 


m-Piace Hold 
Umt a not under hold 


or i* 


I httpt^/srvl-eehangexonvecpAtsersGfcups/Metlbo^islab'shoivhefp.fafse* 


• Select Mailbox Features— ^scroll down 


https://srv1 exchange.com/?pwmcid=6fiiReturnObjecfType=18iiri=baci92764-f764-44S4-... 


user2 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
► mailbox features! 
member of 

MailTip 

mailbox delegation 


Select the mailbox settings, phone and voice features, 
and email connectivity options for this mailbox. Learn 
more 

Sharing policy: 


Default Sharing Policy 

v| 

Role assignment policy: 

Default Role Assignment Policy 

vl 

Retention policy: 

[No Policy} 


Address book policy: 


[No Policy] 

3 

Phone and Voice Features 

Unified Messaging: Disabled 

Enable 

Mobile Devices 

Disable Exchange ActiveSync 

View details 



/> 


V 


save 


cancel 


https://srvl. exchange.com/ecp/UsersGroups/EditMailbox.aspx7pwmcid =6&RetumObjectTj % 100% '• 
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• In Message Size Restrictions— >click View Details 


https://srv1.exchanqe.con r V?pwmcid-6&ReturnObjectType^1&id-bad92764-f764-4454- 


E3 


m 


user2 


Help 


genera 

mailbox usage 
contact information 
organization 
emal address 

► mailbox features 

member of 
MailTip 

mailoox delegation 


MAPI; Fnabled 
Osablc 

Utiqction held: Disabled 
hnabe 

Archiving: Dsabled 
Enable 


Mail Flow 

Delivery Options 

Delivery options control forwarding and recpient limits. 
View details 

Message Size Restrictions 

Message size restrictions control the maximum size of 
messages that the recipient can send and receive. 

Vew details 


Message Delivery Restrictions 

Message delivery restrictions define which senders can 
and can’t send messages to this recipient 
View details 


A 


V 


save cancel 


javascript doPostBack('ctlOO$ctlOO$ResultPanePlacel lolder$Mailbox$MailboxFeatures$cc \ 100% * 


• Assign Sending and Receiving message size limits in KB's— »click Ok 




iD 


Messaye Sizie Restrictions — Webpaye Dialoy 


message size restrictions 


You can set a maximum size for messages 
sent arsed received by this mailbox. Learn 
more 

Sent messages 

1^1 Maximum message size (KB); 

e~ 


Received messages 

1^1 Maximum message size (KB): 


Help 




cancel 




• Click Save 
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Verification: 



ZOOM 


TECH N OLOG IE! 


• Log in as User2 and try to send more than the limit (Ex: 5 KB) and verify Undeliverable 
Message for the reason- the message exceeds Max message size limit. 



Qi Outlook Web App 


Mail Calendar People Task*. 


@ new mail 


« 

a Favontw 
Inbox I 

Sent item? 
Draft* 

a user? 

Inbox I 

Draft* 

Sent Items 
Deleted Item* 
lunk Email 
Note* 


search p 

ail unread tome flagged 

MMX CONVERSATIONS BV DATE - 

v Microsoft CXrtlook x r 

» t«t rrui SJTp 

Delivery ta to led to these reupien** or groups; i 


test mail. 



spur ah rcwwAio 
Miaosoft Outlook <MicrosoftExctf ' 

ffl V17/2D13 S-27PTJ 


To; u:«r1 < use rl § occhange.com> 


To send this metcagp again click Ne'e. 


Delivery has failed to these recipients or groups: 

user! TusetlCipxrhan^p.rnm^ 

Your message cant be delivered because delivery to 
this address is restricted 


Diagnostic information tor administrators: 

Genera tin 9 server: 5 RVl.exchange.com 
usefl©<xchange.coni 

A 550 5.7.1 RFSO! VFR.RST.N nl Ant linn/ ed, not mithoiired 44 
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Lab - 11: Granting Send on Behalf Permission 


Objective: 

To provide Send on Behalf permission for a Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 




EXCHANGE.COM 

SRV1 SRV2 


Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 



Settings 


• Open Internet Explorer 


Start 


Administrator 

• 

L 

* <n d 

Cl 0 

t 

A 


Wrdows Admmotralfve 

Default Wmdom Media 


Server Mr^ct 

PcwerShefl Toob Store 

Programs Player 

ms 

Q 

* 

fS> ^ 


Compute. 

Task Manager 

Omdcr Map Didt Cleanup 

ADSI Edit 

* 

g 

« \ 





Active Dvectc 

Control Panel 

Interne*. Explorer 

Sniping Tool Sound Recorder 

Users and.. 



fU W 

if 



Group Pokey 

Active Direct! 

Desktop 

a— — ■ 

Math Input Pand Management 

Sites and- 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

hi lernei explorer tniidnmu security lunfigurdtion Is enabled 

Internet Explorer Enhanced Security Cor.hguiwtkvi t currently enabled on your &eruer. Thu configurer a number of security settings that 
define ho* users browse Tnternrt and intrand Web sites. The configtration also 'educes the exposure of your server to Web sites that might 
pose a security risk. Tor a complete list of the secunty settings m thrs configuration, sec f*eds of Internet Explorer Enhanced Seeuntv 
Configuration . 

This enhanced level of srru-ity can prevent Web sites from displaying correctly in [ntemet Explorer and restrict acress to network resources, 
such as tiles on Universal Naming Convention (UNC) shares. It you want to browse a Web site that requires Internet Explorer functionality that 
has beer disabled, you can add the Web cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing Internet fcxptc rcr fc nha n :cd secun ty configurator . 


• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Recipients— ^select Mailboxes tab— ^select User (Ex: 
MD)— ^select Edit tab 


Q 


i? https srv I exchange.com ecp/ 

Exchange admin center 


P ' ® Q mailboxes - Microsotu 


recipients 

mai‘ L — 

M 

groups resources 

permosore 

+ - j ✓ i 

- P C - 

compliance management 

&SPLAYNM* 

* MMBOXTVPf 

organcaton 

A dmmatrator 

User 

protection 


User 

P» 

User 


mad tow 

used 

User 

mot»e 

utatf 

User 

public tokfers 

user! 

User 


uK’4 

User 


unifted messaging 

servers 

hybrid 


exchange corn 
user 2 lo d wy .com 

us«r36«ithtngexom 

uttf4Qochinge.com 


' KKCM Of 7 tCtSf 


1=111 


•> - 


Uwr maJbo. 
mi QetthtnQexom 
T« te 
0 *ce 


Phone and Voice Features 

Unified Mn vig>ng. Disabled 
lixbtr 

MoMcDcvkh 

OubV Exthtngt ArtrvrSyrx 


In-Place Archive 

Arcfcmn? CXubM 
Enable 


m-Piace How 

User a not under hold 


httpfcVs/vl.&chinge-com e<p'UMftGfOupvMa>!bc»es-i!eb'ibowbe!p=l*lse* J 


• Select Mailbox Delegation— nn Send on Behalf— >click Add (+) 


https://srvl .exchanqe.com/7pwmcid-4&ReturnObjectType-1&id-7a59bf2a-7941-4358-... 


md 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
mailbox features 
member of 
MailTip 

► mailbox delegation 


A 


Send on Behalf Of 

The Send on Behalf Of permission allows the dclcqate to 
send email on behalf of this user. The From line in any 
message sent by o delegate indicates that the message 
was sent by the delegate on behalf of the mailbox 
owner. 



DISPLAY NAME 


If you use This permission, 
the From addrevs in ony 
message sent by the 
delegate indicates that the 
message was sent by the 
delegate on behalf of the 
mailbox owner. 


Full Access 

The Full Access permission allows a delegate to open 
this user’s mailbox and behave as the mailbo-x owner. 


DISPLAY NAME 


V 


save 1 1 cancel 

^. 100 % - 
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• Select user (Ex: PA)— >click Add— *click OK 


. https://srv1 .exchange.com/?pwmcid= 1 &Launche... 


jO Help 


DISPLAY NAME 

a EMAIL ADDRESS 


Administrator 

Administrator@exchange.com 


nnd 

md@excha nge.com 


P** 

pa @excha nge.com 


tempi 

tempi @gmail.com 


userl 

userl @excha nge.com 


user2 

user2@exchange.com 


user3 

user3@exchange.com 


user4 

user4@exchange.com 


1 selected of S total 


add -> 


pa [remove] 


cancel 


• Click Save 
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Verification: 

• Log in as PA —►select New mail— ► select Show From 


CVtlOO* Web App 


© new mail 


Mad Calendar People Tasks 


Mxa 
Sent lt**m 
Drain 


Mlf Ct l P 

all unread to me flagged 

•N80* CONVtftSAlOtt ffY QAT| 


« S£WO X OrSCAAO | NW«T 

Tot 

Cc 

SAjict 

Tahoma •( 10 1 



jNx* bw 
thowfrom 
«et enportance 


MMtch to pUw> text 
tfHMrmnugc options. 




I nbm 
Drafts 


Deleted tree 
)unk f mail 


There are no derm to 
Show m this v*w 


• Enter email id of MD (Ex: md@exchange.com) in From field— center the user names in To 
field— ►click Send 




- B . X! 


https --J i exchange.com 'Cv. - =1 


p » a c f 


pa - Outlook Web App 


Drafts 
Sent (trim 
Deleted Items 
Junk Email 
Notes 


^ Outlook Web App 


Mail calendar People tasks 

| T • 

© new mail 

cc 

» earth P 

all unread tome flagged 

WATTS 

fc) SENO X CfSCARD $ iNSfkT ••• 

From * mri&eictange com 

ITEMS BY D4TT * — 


a Favorites 

Inboa 

Sent Items 

Drafts 


T« userl: 

Cc 

Sublet test mail.—.. 

+ 

* pa 

inboa 


| Tahoma 1 10 -J B I U 

:E |E * A 


There are no Hems to 
snow n thu view 


This mail is to test Send on Behalf.. 
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• Verify for the message showing from MD but sent by PA. 


c? Https /sal exchange.com c .■ 3 


Qs Outlook Web App 


£ ' g ' .5 userl Outlook Web .. 



Mail Calendar People Tasks 


userl - O ? 


© new mail 


« 

a Mvonfr* 
Inbox 1 

Sent Hems 
Drafts 


^ userl 

Inbox I 

Drafts 
Sent Hems 

Deleted hems 
Junk fm*i 
Motes 


search fi 

all unread tome flagged 


INBOX 

•'md 

test maf 

IhK mail k to test Send on Behatf .. 


CONVF^SATIONS B* DATf ▼ 

x t 

3c50l> 


test mail 


4.na>iY 4^ea>.rau 



pa on behalf of md 

FnSnr«£TB3:»PW 


To: user! 


ft 


-» ^omvAw 0 

mark as read 


This mail s to test Send on Bohalf. 
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Lab - 12: Applying Recipient Limits on a User 


Objective: 

To restrict the number of recipients of a single email, for a Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 


EXCHANGE.COM 

SRV2 


Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 



Settings 


• Open Internet Explorer 


Start 


Administrator 

•1 

& 

• d 

m 0 

t 

A 


Wesdown Admmrstratrve 

Default Windows Mrdu 


Server Mmo9r 

PowerShei Toots Store 

Programs Meyer 

DNS 

Q 

* 

& 

er 

Computer 

Task Manage 

Character Map Drek Cleanup 

ADSIEdrt 

w 

B 

« \ 





Active tXrectc 

Control Panel 

Internet txptoret 

Slipping Tool Sound Recorder 

Users and.. 



Bf I 

if 



Group Pokey 

Active Direct! 

Desktop 

#■ ■ ■ ■ 

Math Input Panel Management 

Sites and. 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

hi lernei explorer tniidnmu security lunfigurdtion Is enabled 

Internet Explorer Enhanced Security Cor.hguiwtkvi t currently enabled on your &eruer. Thu configurer a number of security settings that 
define ho* users browse Tnternrt and intrand Web sites. The configtration also 'educes the exposure of your server to Web sites that might 
pose a security risk. Tor a complete list of the secunty settings m thrs configuration, sec f*eds of Internet Explorer Enhanced Seeuntv 
Configuration . 

This enhanced level of srru-ity can prevent Web sites from displaying correctly in [ntemet Explorer and restrict acress to network resources, 
such as tiles on Universal Naming Convention (UNC) shares. It you want to browse a Web site that requires Internet Explorer functionality that 
has beer disabled, you can add the Web cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing Internet fcxptc rcr fc nha n :cd secun ty configurator . 


• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Recipients— ^select Mailboxes tab— ^select User (Ex: 
user2)— ^select Edit tab 



• Select Mailbox features— ►Scroll down 


https://srv1 .exchange.com/?pwmcid=7&RetiirnObjecrType=1&iri=haci92764-f764-4454-... 


user2 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
► mailbox features! 

member of 

MailTip 

mailbox delegation 


Select the mailbox settings, phone and voice features, 
and email connectivity options for this mailbox. Learn 
more 

Sharing policy: 


Default Sharing Policy 

v| 

Role assignment policy: 

Default Role Assignment Policy 

vl 

Retention policy: 

[No Policy} 


Address book policy: 


[No Policy] 

3 

Phone and Voice Features 

Unified Messaging: Disabled 

Enable 

Mobile Devices 

Disable Exchange ActiveSync 

View details 



/> 


V 


save 


cancel 


https://srv1.exchange.com/ecp/UsersGroups/EditMailbox.aspx?pwmcid=7&ReturnObjectT\ 100% - 
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• In Mail Flow— ►click View details 


https7/srv1 .exchange.com/?pwmcid=78(ReturnOb}ectType=18Md=bad92764-f764~4454-_L “ n f x 


user2 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
* mailbox features 
member of 
MaiiTip 

manbox delegation 


Disable 


Litigation bold: Disabled 
Enable 

Archiving: Disabled 
Enable 


Mail Row 
Delivery Options 

Delivery opt ions control forwarding and recipient limits. 


A 


Message S«r Restrictions 

Message size restrictions control the maximum size of 
messages that the recipient can send and receive. 
View details 


Message Delivery Re s trictions 

Message delivery restrictions define which senders can 
and can't send messages to this recipient. 

View details 


save 

cancH 



avascript_doPostBacic( ctiOOSctlOO$ResultPanePlaceHolderSMailbox$MailboxFeaturesScc \ 100% 


• In Recipient limit— ^select Maximum recipients— center the value (Ex: 2)— ►Ok 



Delivery Options -- Webpage Dialog 


delivery options 


x 


Help 


Forwarding Address 

Forward the email sent to this mailbox to 
other recipients. Learn more 

D Enable forwarding 

Forward email to the following mailboxes or 
groups: 

browse... 


Recipient limrt 

1^1 Maximum recipients: 

2 


cancel 


• Click Save 
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Verification: 

• Log in to Mailbox of the user (Ex: User2) and send a single message to more people than the 
recipient limits (Ex: 3) i.e. (Ex: MD; PA; Administrator) 






a Turnip* 

vl eKchange.com/owa/ 

P " a O j y user 2 - Outlook Web — * 


G= Outlook Web App 


Mail Cakndaf People Tasks 

user 2 • 0 ? 

© new mail 

SMTCh P 

•t’l SENjJ X OSCJUtD ft \S£ST — 

cQ 


all unread to me flagged 




Demo toms 

To: md; pe Administrator; 

+ 


fTFVS BV DAT? w 


s Favorites 


Cct 


Inbo* 


Subject «t rcupierU l<mil 



Sent ll«tm 


| Tatioma - | 10 * | B I W •= i= A 

* user2 

This mail is from l>ser2 to MD; PA and Administrator 

Inbox 

Drafts . _ \ There are no Rems to 

' ihow In this view 

Sent Itrtm 
Deleted Hems 
iunk fmai 
Motes 


• Verify the Undeliverable Message and the reason that. The message has too many recipients. 


05 



^lojxj 

J https j.i exchange.corr . 

P • * c| Q u ser2 - Outlook Web . I 

ffi * sj 

Qa Outlook Web App 

Wad Calendar People lasts 

user2 » © ? 


© new mail 


« 


a Favorites 
Inbox 1 

Sent Item* 
Crafts 


sea r ch p 

all unread tome flagijeri 

1'JBOX COIVERSATCytS BY DA71 - 

✓ Microsoft Outlook x !► 

> Test recipients hnvt SJ4p 

TKt\ nnuqr vwswi't driivrrd to anyone breatw 


Test recipients limit 


REPLY REPLY ML FORWARD 



Mioosoft Outlook <MicrosoftFxchT wk * %re * d 

*<5/17/2013 534 =M 


To md pa <p*&*.u. r wigeXom>; Adminiiti . 

Show dafcaih 


d user? 


Drafts 
Sent items 


lunk Email 
Motes 


To tend thn mnuor 0911^ dici here 


This message wasn't delivered to anyone because 
there are too many recipients. The limit Is 2. This 
message has 3 recipients 

md fmdCexchanGe.coml 

This message has too many recipients Please try to resend with 
fewer recipients. 

r>a fpaoexrnange.com ^ 

Tins message has Coo many recipients. Please Uy to lesend with 
fewer recipients. 

Administrator (Adminfetrator^exch ange. com) 

This message has too many recipients Please try to resend with 
fewer recipients. 
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Lab - 13: Granting Full Mailbox Access of the user to another user 


Objective: 

To provide full mailbox access of another user to a Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


Admimst 


*3 

Computer 

* 


Network 


t 

Recycle 

Bin 


Control 

Panel 



Windows Server 2012 


P 

Search 

O 


Devices 

o 

Settings 


• Open Internet Explorer 


Administrator JL 


& 

T 

<k 

Cl 

Cl 

9 

t 

Jk 

Serve* Manager 

Wndows 

PotwerShe* 

Admmstratwe 

Took 

Store 

Default 

Program! 

Windows Media 
PUyer 

DNS 

Q 

m 



& 


ft 

Computer 

TaU Manager 



Character Map 

Dnk Cleanup 

ADSI Edit 

W 

£ 




\ 


Control Pane* 




Srvppmg Tod 

Sound Recorder 

Active Deectc 
Utenand . 





isk 

F 

If 

Desktop 

<■■■ i ■ 



Math Input PanH 

Group Pofccy 
Management 

Active Directc 
SAnmL 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

hi lernei explorer tniidnmu security lunfigurdtion Is enabled 

Internet Explorer Enhanced Security Cor.hguiwtkvi t currently enabled on your &eruer. Thu configurer a number of security settings that 
define ho* users browse Tnternrt and intrand Web sites. The configtration also 'educes the exposure of your server to Web sites that might 
pose a security risk. Tor a complete list of the secunty settings m thrs configuration, sec f*eds of Internet Explorer Enhanced Seeuntv 
Configuration . 

This enhanced level of srru-ity can prevent Web sites from displaying correctly in [ntemet Explorer and restrict acress to network resources, 
such as tiles on Universal Naming Convention (UNC) shares. It you want to browse a Web site that requires Internet Explorer functionality that 
has beer disabled, you can add the Web cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing Internet fcxptc rcr fc nha n :cd secun ty configurator . 


• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ►select Recipients— ►select Mailboxes tab— ►select User (Ex: 
PA)— ►select Edit tab 


9 y IB 

-a http£//srv1 exchange.com ecp/ P - C 

& mailboxes Microsoft • | 

.JsCu 

rj tnl«i 

prise Office 365 

Administrator • ? * 



Exchange admin center 

recipients maj** — jS groups resources contacts shared migration 




public folders 
unrtieo messaging 

hybrid 


+ -[✓]»- fi o 


&9LAV NAME 4k MA JOX TVPf EMAl ADOft£SS 

Administrator UlT AdmmrttratorOexcNangccom 


USC<4 



i sMKUid or 7 tout 


Phone end Voice Features 

UnArd Merugmg: Drwbfed 

Enable 

M otors Dmtn 

Doable CjKh«n9« ActivoSync 

in-PUce Archrve 

Awhrvkny Pnablo d 
Enable 

In-P!ace Hold 

Dmt rf not undtr hoW 


I httjn- ' 'wv t exchange com ecp thmGteupMSIift pan Ab^oalwlp n fdit' 


• Select Mailbox delegation— ►scroll down 


httpsy/srv 1 exchange.com/ i’pwmcid » S&ReturnObject T ype - 1 8tid - 4da6b34e-9 1 28-4 9b2_ “ n f x 

Help 

pa 


general 
mailbox usage 
contact information 
organization 
email address 
mailbox features 
member of 
MailTip 

> miMltoxdejegatiorj 


Send As 

The Send As permission allows a delegate to send email 
from thn mailbox. The message writ appear to have 
been sent by the mailbox owner. 

+ - 

display mame 


Send on Behalf Of 

The Send on Behalf Of permission allows the delegate to 
send email on behalf of this user. The From I me in any 
message sent by a delegate indicates that the message 
was sent by the delegate on behalf of the mailbox 
owner. 

+ - 

CXSPlAVNAME » I 


save cancel 

https//srv1.exchange.com/ecp/UsersGroups/EditMailbox.aspx?pwmcid = 58tRetumObjectT; 100% 


z_l 
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• In Full Access— ►select Add (+) 


httpsV/srv1.exchange.com/?pwmcid=:>a( RetuinObjectType=1 find ^4da6b34e-91 28-4 9b2, 




pa 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
mailbox features 
member of 

MailTip 

► mailbox delegation 


message sem by a delegate indicates that the message 
was sent by the delegate on behalf of the mailbox 
owner 

+ - 

DISPLAY NAME « 


A 




Full Access 

The Full Access permission allows a delegate to open 
this user's mailbox and behave as the mailbox owner. 



DISPLAY NAME 


Fxrhangr Servers 


Exchange Trusted Subsystem 




Use this permission to 
allow a delegate to open 
and view the contents of 
th*s mailbox. To allow the 
delegate to send email 
from this mailbox, you have 
to assign the delegate the 
Send As or the Send on 


Behalf Of permission. 



V* 


save 

cancel 



https://srv1.exchange.com/ecD/UsersGroups/EditMailbox aspx?pwmcid = 5&RetumObjeaT; +. 100% 


Select the User (Ex: MD)- >click Add— ►click OK. 


https:/ /srvl .exchange.com/?pwmcid = 1 SiLaunche... ~ 


add 


P Help 


DISPLAY NAME 

x. EMAIL ADDRESS 

Administrator 

Administrator@excfiange.com 

md 

mdCFexchange.com 

pa 

pa@exchange.com 

tempi 

tempi @ gmail.com 

user! 

userl @exchange.com 

user 2 

user2@exchange.com 

user 3 

user3@exchange.com 

user4 

user4@exchange.com 

1 selected of 8 total 


md [removej; 


cancel 


• Click Save 
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Verification: 

• Log into the Mailbox of the User (Ex: MD) using Outlook Web App— ^select Open another 
mailbox 



• Enter user name (Ex: PA)— >click open 


-r https ' eKchange.cor- 


G* Outlook Web App 


“ - md- Outlook Web A... 


Mini CilenCtM 


© new mail *«» r ' h P 

all unread to me (tagged 

INSOX CONVFSSAtlONS *V DAT? » 




SvhllMK 

CratU 
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Verify the mailbox of User (Ex: PA) accessing by User (Ex: MD) 






https .'exchange.com P-m C , md - Outlook Web App pa - Outlook Web App 

s 

© new mail 


Qs Outlook Web App 


Mad Calendar People Tasks 


pa 


o ? 


4 Fa«ontcs 
Inbox t 

Sent Rems 
Drafts 


*P» 


search P 

all unread tome flagged 


NSOX 

nsTROav 

^userl 

test mad 


CONV13SATONS SY DAT! , 


test mail. 

*- =5».Y 4H0UA11 TOQV.ARO 

mart as read 


X f 

f n 4.<5®p 


TKa m«l a Id test forwdr dng tddreis-. 




To: md 


userl 

Frt S/ 17/20: 3 406 PM 


This mad is to test forward^ address... 


Drafts 
Sent Items 
Deleted Items 
>jnk Em»l 

klnttmr 

Aotes 
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Lab - 14: Applying Storage Quotas on the User Mailbox 


Objective: 

To define the mailbox size for a Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 



Settings 


• Open Internet Explorer 


Start 


Administrator 

•1 

& 

• d 

m 0 

t 

Jk 


Wesdown Admmrstratrve 

Default Windows Mrdu 


Server Mmo9r 

PowerShei Toots Store 

Programs Meyer 

DNS 

Q 

* 

& 

er 

Computer 

Task Manage 

Character Map Drek Cleanup 

ADSIEdrt 

w 

B 

« \ 





Active tXrectc 

Control Panel 

Internet txptoret 

Slipping Tool Sound Recorder 

Users and.. 



Bf I 

if 



Group Pokey 

Active Direct! 

Desktop 

#■ ■ ■ ■ 

Math Input Panel Management 

Sites and. 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

hi lernei explorer tniidnmu security lunfigurdtion Is enabled 

Internet Explorer Enhanced Security Cor.hguiwtkvi t currently enabled on your &eruer. Thu configurer a number of security settings that 
define ho* users browse Tnternrt and intrand Web sites. The configtration also 'educes the exposure of your server to Web sites that might 
pose a security risk. Tor a complete list of the secunty settings m thrs configuration, sec f*eds of Internet Explorer Enhanced Seeuntv 
Configuration . 

This enhanced level of srru-ity can prevent Web sites from displaying correctly in [ntemet Explorer and restrict acress to network resources, 
such as tiles on Universal Naming Convention (UNC) shares. It you want to browse a Web site that requires Internet Explorer functionality that 
has beer disabled, you can add the Web cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing Internet fcxptc rcr fc nha n :cd secun ty configurator . 


• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Recipients— ^select Mailboxes tab— ^select User (Ex: 
PA)— ^select Edit tab 



• Select Mailbox usage— >click More options 


i-i-i 


https://srv1.exchange.com/?pwmcid=4&RetumObjectType=1&id=f3fe7172-f584-4f8e-8df4- 


userl 


Help 


general 

» mailbox usage 
contact information 
organization 
email address 
mailbox features 
member of 
MailTip 

mailbox delegation 


Last logon: 

1 5/1 8/201 3 10:33 AM 

Mailbox Usage shows how much of the total mailbox 
quota has been used. Use this page if you want to change 
the quota for this user or specify how long to keep 
deleted items, team more 

48.73 KB used. 0% of ? (SB 

More options..] 


save 

cancel 



javasrript:_doPostBark('rtlOO$rtlOO$ResultPanePlarel-lolder$Mailbox$MailhoxlJsagp$contpntC + v i05% 


0 
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Select Customize the settings for this Mailbox— ►select Issue a warning. Prohibit send and 
Prohibit send and receive— center the values in GB— ^ln Customize the settings for this 
Mailbox— center the value (Ex: 14)— ►check the box Don't permanently delete items until the 
database is backed up— ►click Save. 


httpsy/srvl. exchange.com/? pwmad=4&ReturnObjectType= 1 &id=f3fe7172-f584 4f8e8df4- 

userl 


general 

► mailbox usage 
contact information 
organization 
email address 
mailbox features 
member of 
MailTip 

mailbox delegation 


48.73 KB used. 0% of 2 GIL 

O Use the default quota settings from the 

mailbox catabase 

(§} Customize the settings for this madbaac 
'Issue a warning at (GB): 


O Use the default retentior settings from the 
mailbox catabase 

Q Customize the settings for this maftooc 
•Keep deleted items for (days): 


14 



0 Don't permanently delete items until the 
database is backed up 


Help 


save 

cancel 



\105% - 
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Verification: 

• Log in as user (Ex: user2) and check the modified mailbox size. 





t J 3 https . 1 eMChange.com •*-* 

& ' & j my account - Outlook... 


Outlook Web App 


* ? * 


options 


my account 


account 

organize email 

groups 

ate mailboxes 

settings 

phone 

block or allow 
apps 


Phctc 



General 

Display name: user? 

tmar address user,; gear snge com 


Mafoox usage 


ft.mrRiiwd. u 1 G3 you mini be able to send mail 


shortcuts to other things... * 

n 

Set up an automatic reply message 

connect your mobSe phone or device to your 
accoirt 

Connect Outlook to this account 
Change your password 


contact numbers 

Work phone 
Mohie phone: 

Settings for POP or IMAP access.. v 
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Lab - 15: Creating Admin Roles for User 


Objective: 

To delegate Admin rights for decentralization of Exchange tasks to Junior Administrator 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Admiral. 


Computer 


Network 


Recycle 

Bin 


Control 

Panel 


T2 


2:53 Thursday 


Windows Server 2012 


P 

Search 

O 

Share 


sun 

Devices 

o 

Settings 


May 16 


• Open Internet Explorer 


Start 




Administrator 

• 

& 



CM 

□5 

9 

JL 

JBa 

Server M«n*9«« 

PcmirShefl 

AdirKMttrtlM 

Took 

Store 

De'iuft 

Prognrm 

Wndo«n Medtf 

PUyTf 

DNS 

(S 





* 


CotTtp «l*f 

Tnk M ar+tjtt 



ChtracVf M«p 

Dnk Cleanup 

ADW Id* 

m 

£ 



9 

\ 


Control Pi nH 

to ilrinrt Lpiortr 



Snppwiq Tool 

Sound Ret order 

Aftivr rWctr 
Ihm and.. 





mk 

F 


Dnfctop 

• 



MatMnputPmH 

Group Pokey 

Mmaymeot 

Artwe tVectc 

anL 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 




m 




Ifrtenne! Explorer Enha. 



Internet Explorer Enlidiiteil Security Con riyurdtiun is endbled 

Internet Explorer Enhanced St*. ur tv Confer at ion it currently enabled on your teruer. Thus configurer a number of security lettings that 
define ho 1 /, usen* browse Internet and intranet Web sites. The ccnfigtration also reduces the exposure of your server lo Web sites that might 
pose a srcunty risk. Tor a complete list of the secunty setting's m this configuration, see T^eds of Internet Excise- Enhanced Secimn 
Configuration . 

This enhanced level of security con prevent Web vtes from displaying correctly in Internet Explorer and restnrt acress to network resources, 
such as tiles on Universal Naming Convention (UNCJ shares. If you wont to browse a Web site that requires Internet Explorer functionality that 
hag been disabled, you can add the »Vec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng Internet Exp lorer bnhanc ed Secu nty configu r atio n. 



• Enter User Name and Password— >click sign in 
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In Exchange Admin Center— ^select Permissions— ^select Admin Roles tab— ^select Recipient 
Management— >click Edit 



I I — 



Adm.-Vltrator - ? - 


Exchange admin center 


recipients 

permissions 

compliance management 



user roles 


Outlook Web App policies 


+ 0 * * ° ° 

NAME 


organization 
protection 
mail flow 
mot>le 
public folders 
unified messaging 
servers 
hybnd 


Comptawcr Mrwqcmenr 
OrtegMrt Setup 
Dttcmry Man«9«mcrt 
HHp Dnii 


Recipient Management 

Members ot tfw management rote group have 
r i gh ts to (THb mm«9« end rwwr Exchange 
recipient objects m the Exchange organization. 


Hyggne Management 


Assigned roles: 


Organization Management 
Pubfcc Folder Management 



Records Management 
Snvn Management 


Distribution Groups 
Mari Recipient Creation 
Mari Recipients 
Message Tracking 
M^rabon 
U 11, a-in.M I 

Reopient Policies 
Team Madboiti 


View-Only Organization Management 


Members: 


Write scope: 

Default 


t mect*o oM2totd 

| httpt^/s>v1^changexom/ecp/UsersGroupir AdminRoteGroups44ab > shonhelp=»alse« | 


• Select Members— >click Add 
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- 


Select the user (ExiUserl)— ►click Add— ►click Ok 


https://srv1.exchange.com/Fpwmddi1 &Launcher=ResultPanePlaceHolder_Grouplnfor... 


p Help 


NAME a 

DISPLAY NAME 

FOLDER 


Records Management 


exchange.com/Microsoft Exchange Security Groups 

A 

Schema Admins 


exchange.com/Users 


Server Management 


exchange.com/Microsoft Exchange Security Groups 


shared 

shared 

ex change.com/Users 


UM Management 


exchange.com/Microsoft Exchange Security Groups 


userl 

userl 

exxhangexom/Usefs 

— 

user2 

user2 

ex change.com/Users 


user3 

user3 

exchange.com/Users 


View-Only Organization M... 


exchange.com/Microsoft Exchange Security Groups 

V 

1 selected of 26 total 


add -> 


userl Jremove] : 


cancel 


• Click Save 


https;//srv1 .exrhange.com/7pwmcid - 7 ARelurnOtojectType - 1 A i... I — . a J 


Recipient Management 


Help 


trie nt ort^tni/nlion. 


Whip uopr 


• | Default 

v l 

OT^ni/niionnl unit: 


o r 

Roles: 

+ - 

NAME 

A 

Ovtnbubon Groups 

B 

Mail R^ripi^nt Crwition 

□ 

Mail Reupicnb 

Mettaoe T rarkina 

SS 


Members; 



0 
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Verification 



• Login as Userl in ECP & check the Recipients in Exchange Admin Center 






_io! X 

am 

4 imps rv l eychange.com .xp 

p* ao| 

4 mailboxes -Microsoft.. | 


rj Enterprise Office 565 



ure' - ? - 


Exchange admin center 


recipients 

mailboxes 

groups resources 

contacts snared migration 


permissions 

+ • / i 

* P C — 



organization 

osrvArNewt 

» MAILBOX IrPE 

EMAIL ADDRESS 


trail flow 

gS ifjjB ' - it 

tkfl 

AfftninnJr dtiwQni h*r*)**c um 

Administrator 





mobile 

imtI 

User 

u«*f1 8 exchangetom 

Usermalbox 


uscr2 

Lhcr 

jscrtIPcxchangc.com 

Ad*nm> tfratordr** hangr 

servers 

userl 

User 

userB § exchange com 

TitW: 





Office 

hybrid 




Wort phone; 


Phone and Voce Features 

Mobile Devitet 

Disable Exchange ActrvcSync 

ViewdeCaik 

n-P. ace Archive 

Afehwing: Disabled 
Enable 

Email Connectivity 

Datiook Web Af p; Enabled 
Disable | V«a dctafc 

Move Maftxnt 

* selected of 4 total 
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Lab - 16: Assigning Role Assignment Policy to the User 


Objective: 

Adding new Role Assignment Policy to a Junior Administrator 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



EXCHANGE.COM 


SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 




Admini5t,. 


Q 

Computer 


Network 


f 

Recycle 

Bin 

'Ojr 


Control 

Panel 




5:58 Wednesday 


Windows Server 2012 


February 19 


P 

Search 

VJ 

Share 


Start 


Devtces 


o 

Settings 


• Open Internet Explorer 


Start 


Administrator A 


fe 

T 

ft 

JjSm 

d 

m 

0 

t 

Jk 

Server Manager 

Windows 

Pc*erShell 

Administrative 

Took 

Store 

Default 

Programs 

Windcio Mrdto 

Player 

DNS 

Q 

* 9 



& 


% 

Compute* 

T*ti Manager 



Charade* Map 

Dick Cleanup 

ADSI Edit 

■ 

0 



* 

\ 


Conficl Panel 

Intr mH r«p4arr'- 



Snippr ng Tool 

Sound Rrcodft 

Active L> f cctc 
Lkrt* <mti 





m 

M 

1# 

Desktop 




Math Input Panel 

Group Poicy 
Management 

Active O 'ectc 
Sitrs and - 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp ) 





& * ■* - 1 Internet Explorer Enna.. 



Add 


imvrntM rx|iini(*f riin«<mtnj AMiiruy i unf iquration is enabled 

Internet Exelortr Enhenced Security Cort gut alio i is currently e" a Lied on your server. This configures a number of secunty settings that 
define hoy. u&er& browse Internet and intranet Web sites. The conligu alion also reduces the exposure of your server to Wet sites that might 
DOM a security risk. For a compete list of the secunty settings m this configuration, see Fffacta of Triam^ nepfauw E nhanced Security 
ConfiQufdlion . 

This enhanced level of sreunty can prevent web *tes h’om displaying correctly in internet evplorrr and restrict access tt nehxorW resources, 
such os files on Universal homing convent on (uric] shares. If you nor* to browse o Web site thot requires Internet explorer functionality that 
nr\s been disabled, you can add the iVeh *ite to the inclusion lists in the local intranet or Trusted sites rones, f or more information, see 
gflfWTMJiarcffs? "tetrad qsnfaumsr- 


• Enter User Name (Ex: Administrator@exchange.com ) and Password— x:lick sign in 
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ZOOM 


TECH NOLOGIE! 


• In Exchange Admin Center— ^select Permissions— ^select User Roles tab — ^click New 


_ 1 fi 1 X 

* , f , 1 exchange.com » » ; ■ P • 6 

-* user roles - Microsoft . 

fj fnterprise Office 365 

Administrator ▼ ? ▼ 


Exchange admin center 


recipients 

permissions 

compliance management 


admin roles user roles Outlook Web App policies 

1 I 

j+j f 0 O 


organization 
protection 
mail flow 
mobile 


HUJf 


Default Role Assignment Policy 


Default Role Assignment 
Policy 


This pol icy grants end users permissions to 
set their Outlook Web App options «*r»d 
perform other self administration tasks. 


public folders 
unified messaging 
servers 
hybrid 


t selected of 1 total 

| https:/ 'tvvl. exchange tom/ecp/UiersijioupvFoleinigiKnertPolicievsIab'iho/^ielpiliheS j 


Contact information 

MyC on Uc (Information 
This role enables individual 
users to modify their contact 
information, including address 
and phone numbers. 

Distribution group 
membersh ps 


> 


• Enter Policy name (Ex: Full Control)— >check the box in all options— >-click Save 


https://srv1 exchangp.com/ < , pwmcid=3&RetiirnGhjectType=1 - Role ... 




role assignment policy 


Help 



Contact information: 

[y/| MyContactlnformation 

This rolp pnablps individual users to modify their 
contact information, indudinq ad dress and phone 
numbers. 

%/ MyAddressIntormation 

■«7] MyMobilelnfomnation 

MyPersonallnformation 

Profile information: 

[Vi MyProfilelnformation 

This rol#> enables individual usprs to modify thpir 

name. V 


cancel 


k 1 1 5% - 
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• Select Recipients— ►select the user (Ex:llserl)— ►click Edit 




- I ff 

-4 https /> srv l exchange.com 'ecp/ 

P ' * a -4 mailboxes - Microsoft. | 

G) & © 

fj Enterprise Office 365 


Administrate r ▼ ? ▼ 


Exchange admin center 

recipients mailboxes groups resources contacts shared migration 


permissions 

compliance management 

organization 

protection 

mail flow 

mobile 

public folders 

unified messaging 

servers 

hybrid 


+ - ✓ ■ fi 0 •- 

DISPIAV NAME . MAILBOX TVPf EMAIL ADDRESS 


Admnislr.it or 



user2 


Use, 

Administrator®** cfongQ-com 

User 

userl li)e Mcfungc.com 

User 

u 9 e* 2 Q e u chanqexom 


userl 

User m»lbox 

userl d&exchange.com 

Title: 

Office; 

Work phone. 


A 


Phone and Voice 
Features 

Unified Messaging: Disabled 
Enable 

Mobile Devices 

Disable Exchange 
ActiveSync 


1 selected of 3 rotal 


< 


> 


• Select Mailbox Features— ►expand Role Assignment Policy— ►select Full Control— ►click Save 


https://srv1.exchange.com/?pwmcid 4&ReturnObjectType 1 fled d7 7770c9-f1d1-4S5a-9bf3-f04e0dS26.. ~ l ° 


userl 

general 
mailbox usage 
contact nformaton 
organization 
email address 
mailbox features 
member of 
MaiiTip 

mailbox delegation 


Help 


Select the mailbox settings, phone arid voice features, 
cind email connectivity options for this mailbox. Learn 


more 

Shanny policy: 


| Default Slianng Policy 

"~^l 

Role assignment policy. 

| Default Role Assignment Policy 

1 

1 Tull Control 


Retention policy. 

| [No Policy] 


Address book policy. 


| [No Policy] 



Phone and Voice "eatires 

Unified Messaging: Disabled 
Enable 


Mobile Devices 

Disable Exchange ActiveSync 

Disable OWA lor Devices 


Role assignment policies 
specify the RBAC roles 
assigned to the user. 


save 

cancel 




ft 1 15% 
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Verification 



• Log in as user (Ex: Userl) in ECP— ►select Groups— ►click New 


-1*1 * 

(rS Gt https .1 exchange.com * t • 

P • & C 8: distribution groups - _ 


Qs Outlook Web App 


u»fl - ? - 


options 


distribution groups 


account 

organ ;ze ema 
groups 

site mailboxes 

seitirgs 

phone 

block or allow 
apps 


A distribution group is a collection of two or more people in an organization's shared address book. You can create groups 
which will appear in the address book for others to use. Group owners can restrict membership You can alsojom or leave 
an exBtmg group. 


distribution groups I belong to p^jibution groups I own 


/ H x O 

!+ 1 y a 

typ. Th» nvn» of tn. group your* looking for 

type the name rrf the group you're looking for £/[ 


Display name * Email address 

Display name * 

Email address 


There are no items lo show in lies view. 


There are no items to show in this view. 


| blips .1 I**.. in.j- i i e (i *•"' .1 .i'»i ) ■.- - e *.< iti* ft asp ’vh<>.«. hr- , '-It.*** | 


> 


• Enter group name (Ex: Sales)— ►click Save 




https://srv1 exchanqecom/?pwimad - l&KeturnObjectType 1 - New Distribution Group - Windows Inter. 


new distribution group 


Help 


■Display name: 


| Sales 

•Alias: 

Sales 


Description: 


I 1 Make this group a security yioc 

•Owners: 

+ - 

userl 


cancel 


M 15 % - 
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ZOOM 


TECH NOLOGIE! 


Lab - 17: Creating Outlook Web App Mailbox Policy 


Objective: 

To create a new Outlook Web App Policy for a Mailbox Enabled User 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



EXCHANGE.COM 

SRV1 SRV2 


Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Admimst. 


Q 

Computer 


Network 


f 

Recycle 

Bin 


Control 

Panel 




2:53 Thursday 


May 16 


Windows Server 2012 


P 


Search 


o 


hare 


Devices 


o 


Settings 


• Open Internet Explorer 


Start 


Administrator A 


L 

T 

ft 

a 

m 

5 1 

* 

A 

Server Minogn 

W ndows 

PcwerShdl 

Administrative 

Toots 

Store 

Debut 

Program 

Windows Media 
Player 

DNS 

Q 

<9 





*5 

Compute' 

Task Manager 



Character Map 

Disk Cleanup 

ADSI Fdit 

W 

£ 

I 


e 

\ 


Control Pand 

Internet uplww 



Stepping Tool 

Sound lire order 

Actwe (Wectt 
Users and.. 





wk 

F 

rf 

Desktop 

i»». ■■ - 



Mat* Input PanH 

Group Pohcy 

Management 

Active Deecfc 
Sites and- 
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ZOOM 


TECH NOLOGIES> 


Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 




m 




Ifrtenne! Explorer Enha. 



Internet Explorer Enlidiiteil Security Con riyurdtiun is endbled 

Internet Explorer Enhanced St*. ur tv Confer at ion it currently enabled on your teruer. Thus configurer a number of security lettings that 
define ho 1 /, usen* browse Internet and intranet Web sites. The ccnfigtration also reduces the exposure of your server lo Web sites that might 
pose a srcunty risk. Tor a complete list of the secunty setting's m this configuration, see T^eds of Internet Excise- Enhanced Secimn 
Configuration . 

This enhanced level of security con prevent Web vtes from displaying correctly in Internet Explorer and restnrt acress to network resources, 
such as tiles on Universal Naming Convention (UNCJ shares. If you wont to browse a Web site that requires Internet Explorer functionality that 
hag been disabled, you can add the »Vec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng Internet Exp lorer bnhanc ed Secu nty configu r atio n. 



• Enter User Name and Password— >click sign in 
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ZOOM 


TECH N OLOG IE 


In Exchange Admin Center— ►select Permissions— ►select Outlook Web App Policies Roles 

tab — >click New 





i- ® 1 * *■ 

O -4 https /srvl exchange.com ecp, 

P * fi 6 | Outlook Web App pol ... x | 


So a® 

| f] Lnterpr.se 


* E 

mmntiator • ? v 


Exchange admin center 


recipients 

FT" 

roles user roles Outbok Web App policies 

permissions 

+ ✓ 

ip 

UD as 

compliance management 

NAME 

a LAST MOWED 

organization 

IBB ' ’ " 

W7013 IPO PM 

protection 



mail flow 




mobile 
public folder* 
unified 

hypnd 


Default 

Enabled Features 
Communication management 

Instant Mrsvag* ng 
Text messaging 
Unified Messaging 
Exchange Active Sync 
Contacts 
Al Address lists 

Information management 

Public Folder* 

Jouma h ng 

Notes 

Search Folders 
Inbox Rides 
Recover deleted items 

Security- 

Change password 
Junk emal filtering 


t setecteo of i total 


tttpv. / /uv1.emhange-<om. / «p/OwKMaUbod > ol<y/Ow*Aiailbq«Pckcy slab , shcrwihelpsf<hee I 


• Enter Policy Name (Ex:-Userl Web App Policy)— ►Uncheck the box Change Password— ►click 

Save 


https://srv1.exctiange.com/7pwmcid-2SiRetumObjectTyp -. , “ , D I x 

Help I 

new Outlook Web App mailbox policy 


Create an Outlook Web App mailbox policy to specify 
feature availabilrty and fie access settings Learn mere 

•f*oh<y name: 

| userl web app pol ey 

Select the features that you want to enable for tha 
Outlook Web App malLui policy. 

Corn muncatKin managcfncnL 
0 instant messaging 
0 Text messaging 
0 Unified Messaging 
0 Ejcchenge Active Sync 
0 Contacts 


Information management: 
0 Public Folders 
0 Journaling 

Security: 

jQl Change password 
0 Junk email hitenrg 

User experience 
0 Themes 
0 Premium client 


If Change password is set 

• to Enabled, users can use 
the Outlook Web App 

( Options to change rherr 
passwor d . 


Mere options.. 
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Select Recipients— ^Select the user (Ex:-Userl)— >-Click Edit 





C3 - 1 -4 rinpry/srvl exchange.com ecp/ 

■9 * * [ -4 mailboxes • Microsoft- * J 

1 f] Lnterpr.se Office 365 


AdawvrtMto. - ? - 

Exchange admin center 



recipients maj“~“is groups re 

1 1 

•sources contacts shared migration 



nerrTVSS--on5 


compliance management 


+ • / ■ • PC- 

OWATMA- * MAiUOXTVPl EUAllADOOESS 


DATAAASl 


organcatton 
protection 
mail flow 



Uwr 


Adrwrwtr nh myxow 


inn I anrhanqr/nm 



Umt uit(20nth<n9»^oin M adbaa DaUtoat* 1291. 

User ui«f >^e*ctv*r> 9 e co<n Marfbox Datable 1293 


userl 

Ustrmadboji 

ufrlgcwcKanycown 

Office 

Work phone : 


ftea me 


Pnone »nd Voice Features 

Unified Mctugm^ Diub*d 
(mbit 

Mobue Oevnet 

Drtabte Brtange AcbveSync 


hytxid 


kvPi*ce Arcfvve 

AreftMrg- frubted 
tnatte 


In-Place Hold 

Uwf is not under hold 

V 


I httpsV 


angexoflve 


VKersGroupv\ 


>hhowMp=f*«* 


• Select Mailbox Features— >Click View Details in Email Connectivity 


https://srv1 .exrhange.com/?pwmdd=3&RetiirnObjecTType=1&id=6fBad9p-10rf-4fbe-9... 


x 


userl 


Help 


general 
mailbox usage 
contact information 
organization 
email address 
► mailbox features 
member of 
MailTip 

mailbox delegation 


Default Sharing Policy 

V 

Role assignment policy: 

Default Role Assignment Policy 

V 

Retention policy: 

[No Policy] 

V 

Address book policy: 


[No Policy] 

V 

Phone and Voice Features 

Unified Messaging: Disabled 

Enable 

Mobile Devices 

Disable Exchange ActiveSync 



View details 




Email Connectivity 

Outlook Web App: bnabled 
Disable | Vlf^detajld 


V 


save 


cancel 


javascript:_doPostBack('ctlOOSctiOO$ResultPanePlaceHoicier$Mailbox$MaiiboxFeatures$cc 100 % - 
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Click Browse 


Outlook Web App Mailbox Policy -- Webpage Dialog 

Outlook Web App mailbox policy 


Help 


browse. 


save 


cancel 


• Select User Web App Policy — »Click Ok 


https://srv1 .exchange.com/ecp/OwaMailboxPolicy/OwaMailboxPolicyPicker.aspx?pwmcid.. 


^ https://srv1.exchange.com/ecp/OwaMailboxPol icy/OwaMaiiboxPolicyPicker.aspx?pwmcid = 1 &Launch A 


NAME 


Default 


umi 1 Midi app polity 


userl web app policy 


Enabled Features 


Communication management 

Instant Messaging 
Text messaging 
Unified Messaging 
Exchange AttiveSyric 
Contacts 
All Address Lists 

Information management 

Public Folders 

Journaling 

Notes 

Search Folders 

Recover deleted items 


A 


Security: 

Junk email filtering 


cancel 
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Click Save 


eQ Outlook Web App Mailbox Policy — Webpage Dialog 

Outlook Web App mailbox policy 

Help | 

userl web app polieyX browse... 



cancel 


• Click Save 


https://srv1 .exrhange.com/?pwmnd=3&RptiimObjectType=1&iri=6fRad9p-10cf-4fbp-9.. 


_ □ x 


userl 

general 
mailbox usage 
contact information 
organization 
email address 
► mailbox features 
member of 
MailTip 

mailbox delegation 




Phone and Voice Features 

Unified Messaging: Disabled 
Enable 


Mobile Devices 

Disable Exchange ActiveSync 

View detoils 


Email Connectivity 

Outlook Web App: Enabled 
Disable | View details 

IMAP: Enabled 
Disable 

POP3: Enabled 
Disable 

MAPI: Enabled 
Disable 

Litigation hold: Disabled 


Help 


cancel 


javascript:_doPostBack('ctlOOSctlOO$ResultPanePlaceHolder$Mailbox$MailboxFeatures$cc 100% ~ 
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Verification: 



ZOOM 


TECH N OLOG IE! 


• Login as Userl in ECP & verify Change Password option is disabled 


-1^1 X 

£3 Et https srv i cxchango.com 'ccp/ 

P • kC 

— 

Q' my account - Outlook- 

Ti> 0 

Out look Web App 



u;e-' * ? ' 


options 

account 

organize email 

groups 

srte mailboxes 

settings 

phone 

block or allow 
apps 


my account 


Photo 



General 

Dhptay namr. uteri 

Emai address: user I £ exchange, con" 

Me: box Usage 

73.W KB inrd. A* 2 GB you won't be able to send me>l 

contact numbers 

Work phone; 

Mobile phone: 

Setbngs for POP or WAP access. 

Edit intiwmotcn. 


shortcuts to other things yo... 

Set up an automabc reply message 

Connect your mobile phone or device to your 
account 

Connect Outlook to this account 
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TECH NOLOGIE! 


Lab - 18: Configuring Transport Rules 


Objective: To track user emails for monitoring 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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ZOOM 


TECH NOLOGIE! 


Steps: 


Admrmst 


*3 

Computer 

* 


Network 


t 

Recycle 

Bin 


Control 

Panel 



Windows Server 2012 


P 

Search 

O 


Devices 

o 

Settings 


• Open Internet Explorer 


Start 


Administrator 

• 

& 

Serve* Manage* 

■ C| 

ArxJotn AdrrurMsbabw* 

PowertheR Took Store 

m 

Default 

Program* 

0 

WndomMadu 

Player 

• 

jk 

DNS 

Q 


m 

*- 

R 

Computer 

Task Manner 

Cher actor Map 

Drvk Cleanup 

AOSI Id* 

w 

0 

« 

\ 






Active Deectc 

Control Pmei 

Inmner Uptoer 

Smpjwnq Tool 

Sound Recorder 

LHert and . 




m 

tf 




Group Pofccy 

Active Deectc 

Ontap 

>■■■ ■ ■ - 

Math Input PanH 


Site* and. 
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ZOOM 


.TECHNOLOGIES. 


• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 

(Ex: https://srvl.exchange.com/ecp) 







imtniei explorer tmidiiceu security lunfiyurdtion is enabled 

Internet Explorer Enhanced Security Conf. duration i& currently enabled on your seruer. This configures a number of security settings that 
define ho* users browse Internet and intranet Web sites. The configiralion ebso reduces Ihe exposure of your server to Web sites that might 
pose a 'r runty risk. For » complete list of the security settings >n this ronhgunsbon, see fleets ot Internet Explore* Cnlvnrcd Decunn 
Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict access to network resources, 
such os tiles on Universal Nomng C onvenbon (UNCj shares. It you wont to browse o Web site that requires Internet Explorer tunmonality that 
has been disabled, vou can add the *Vcc cite to the ndunon lists in the Local intranet or Trusted sites zones. For more information, see 
Managi ng intern et Explorer Enhanced t ocuritv Configuration . 


• Enter User Name and Password— »click Sign In 
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• In EAC— ^select Mail flow— ►select Rules— »click New (+) 






- |o 1 x 1 

Oil 

£ https -rv 1 exchange.com -cr 

P’ ftcl 

3 rules - Microsoft Exch... 


f] Enterprise Office 365 



Administrator * ? - 


Exchange admin center 


recipients 

permi::»cr: 

com pi a nee management 

organization 

protection 

mail flow 

mobile 

public folders 

unified messaging 

servers 

hybrid 


rules ceiivery reports 



J connectors 


accepted domains email address polices 


HH- ✓ d t 4 a 

ON RULf 


There are no items to show in this view 


rece.ve connectors 


A 


V 

https:' 'sivl. exchange cynrecp^uleccditor.TranrpoitFu es c 3b?shov/"elp-f2 & Mc*fl«rn»nr-. 


Enter Name (Ex: Transport Rule)— >in Apply this rule if, expand it— ^select The Sender is 


■ 


https://srv1.exchange.com/?pwmcid=2&RetumObjectType=1 * New Rule - Windows Intern... “ n 


x 


new rule 


Name: 


Transport Rule 


"Apply this rule if... 


Help 


Select one 


Select one 


The sender is_ 


The recipient is_. 


The sender is located... 


The recipient is located... 


The sender is a member of_. 


The recipient is a member of... 


The subject or body includes... 


The sender address includes... 


The recipient address includes... 

n 

Any attachment's content includes... 


[Apply to all messages] 



n Enterprise Client Access License (CAL) for each user 


save 


cancel 


*1105% 
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ZOOM 


TECH NOLOGIE! 


• Select Users (Ex: Userl)— >click Add— >-click Ok 


https://srv1 .exchange.com/?pwmdd= 1 &Launcher=... 



Help 


DISPLAY NAME 

a EMAIL ADDRESS 

Administrator 

Admi nistrator@excha nge .com 

md 

md@exchange.com 

user! 

irserl@exchanqe.com 

user2 

u ser2 @ excha nge.com 

user3 

user3@exchange.com 

1 selected of 5 total 


Select a user from the list and dick Add. To add recipients who aren't on the list, 
type their email addresses and click Check names. 


add -> 


user! [remove]; 



check names 





In Do the following, expand it— ^select BCC the message to 


https://srv1.exchange.com/?pwmcid=2&ReturnObjectType=1 - New Rule - Windows Intern... 


_ a x 


new rule 


Help 


Name: 


Transport Rule 


•Apply this rule if... 
The sender is_ 

*Do the following... 
Select one 


•user! 1 


O R 

nr 


Select one 

Forward the message for approval to... 
Redirect the message to._ 

Reject the message with the explanation- 
Delete the message without notifying anyone 
Bcc the message to... 

Append the disdaimer™ 


n Enterprise Client Access License (CAL) for each user 


save 


cancel 


*1105% 


0 


Microsoft Exchange Server-2013 


Page | 109 


www.zoomgroup.com 






ZOOM 


TECH NOLOGIE! 


Click Select People 


https://srv1.exchange.com/?pwmcid=28iReturnObjectType=1 - New Rule - Windows Intern.. 


□ x 


new rule 


Help 


Name: 


Transport Rule 


'Apply this rule if.„ 
The sender is~ 

'Do the following... 

Bcc the message to.. 


■user!' 


' Sej<^jpecy||e-| 


/ More options... 

^ Rights Management Service (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) for each user 
mailbox. Learn more 


save 


cancel 


105% 




Select User (Ex: MD)— >-click Add— >click OK— >click Save 


https://srv1. exchange.com/?pwm cid=3&Launcher=... 



x 


JD Help 


DISPLAY NAME 

a EMAIL ADDRESS 

Administrator 

Admi nistrator<g>excha nge .com 

1 md 

mdfdexdiange.oom 

userl 

userl @ excha nge.com 

user2 

u ser2 @ excha nge.com 

user3 

u ser3@ excha nge.com 

1 selected of 5 total 


Select a user from the list and dick Add. To add recipients who aren't on the list 
type their email addresses and click Check names. 


add -> 


md [remove] ; 



check names 





cancel 


0 
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Verification: 



ZOOM 


TECH N OLOG IE! 


• Login as user (Ex: userl) 



• Click New mail— ^send a message to User2 
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ZOOM 


TECH NOLOGIE! 


• Log in as to the mailbox of MD 



• Verify for the mail sent by Usel only to User2 automatically received by MD. 



<r -> 

Qa Outlook Web App 


https . i exchange.com 


Mail Calendar People Tasks 


-l° — 


© • 


md 


© new mail 


4 Favorites 

Inbox I 

Sent Items 
Drafts 


4 md 
Inbox 1 

Drafts 
Sent items 
Deleted Items 
funk Email 
Notes 


scarce fi 

all unread to me flagged 


Test mail from Used 

«- RfPtV «-R£PlY Aa -* FORWARD 


IMBCX CONVERSATIONS BY DATE » 

■/used X p 

Twt mail from Usf*r1 iNp 

Th's mail is verify the BCC Transport Rule 



used 

TurV?1/2013J:»PW 


To; ea«r2, 


mark as read 


This rrwii is vetify the BCE Transport Rule. 
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Lab - 19: Creating Delivery Reports 


Objective: 

To track the user's deleted emails for monitoring 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Admmist 


Q 

Computer 

*3 


Network 


V 

Recycle 

Bin 


Control 

Panel 



Windows Server 2012 


P 


O 

Share 


Stan 


• Open Internet Explorer 


Start 


Administrator 

• 


» a Si 

ci a 

• 

A 


W Momi Admmot/etive 

Debut Wmdow. Urdu 


Server Mjr^ 

PowerShe* Tooh Store 

Prog'vns f^ryer 

DNS 


m 



Computer 

Task Manager 

Character Map Drek Cleanup 

ADSt Edit 

m 

e 

« \ 

♦ 




Active Orectc 

Control Panel 

Intem^bplorr, 

Sniping Tool Sound Recorder 

there end.. 



mk W 

rf 



Group Poky 

Active frrectc 

Dwfctop 

■ 1 - 

Met* Input Pend Management 

S4et and- 


• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 
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(Ex: https://srvl.exchange.com/ecp) 




Add 

iiuemei cxpiurer cmidiKeu seiuruy lunflyurdtion is enabled 

Internet Explorer Enhanced Security Cor f .guratiu i >s ajrrenlly enabled on your seruer. This configures a number of security settings that 
define ho* users browse Internet and intranet Web sites. The configuration also reduces the exposure of your server to Web sites that might 
pose a srcunty ris* for o complete irst of the sccunty settings n this configuration, see ~~eds of Internet rvolc^e- Coho- red Geeimn 
Configuration . 

This enhanced level of security can prevent Web vtes from displaying correctly in Internet Explorer end restrict access to network resources, 
such as tiles on Universal homing Convention (UNC) shares. It you nor* to browse a V;eb site thnt requires Internet Explorer functionality that 
has bee- disabled, you car add the Web :ite to the mdusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing internet Explorer Enhanced secuntv Configuration . 


• Enter User Name and Password— >click sign in 



! Outlook Web App 



Outlook Web App 


adm inotrotcafLcxdvsngc. coir 


i 

© sign i ni 
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In EAC— ^select Mail flow— ►select Delivery reports— ►click Browse 


- 1° I * 


^9 ) & imp; , i exchange.com 'ecr 


P ' b C g delivery reports - Micr.. 



fj Enttiipiivv Office 365 


Administrator 


Exchange admin center 


recipients 

permissions 

compliance management 

organization 

protection 

mail flow 

mobile 

public folders 

unified messaging 

servers 

hybrid 


rules delivery reports accepted domains ema ! address policies receive connectors 
send connectors 

Search tor delivery information about messages sent to or from a 
specific person. You can narrow the search to messages Mth 
certai n keywords in the subject 

•MjitxM to search. 


Search try messages sent to: 
w select users 

Search for messages receiver! from: 

O i 1 select, user 

Search for these words in the subject hne 



Stott sure you select a 
manta, to seatdi for 
delivery information about 
messages sent to or from 
this person. 


p search 


cicar 


search results 

/ c 

FROM TO SUBJECT SENT TIME 


There are no items to she** in this view. 


0 vicrtec of ?♦<>♦« 




Select user (Ex: Userl)— ►click Ok 


https://srv1 .exchange.com/?pwmcid= 1 8tLauncher=... 


Help 


DISPLAY NAME 

a EMAIL ADDRESS 

Administrator 

Ad mi nistrator<S>excha nge.com 

md 

md <Sfexchange.com 

PUB 

use* 1 <p«*xcha ngp.com 

user2 

user 2<3>excha nge.com 

user3 

user3<3>excha nge.com 


< - Jncyl 
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• Click Select Users 



Exchange admin center 


■ecipients rules delivery reports accepted domains email address policies r eceive connectors 

send connectors 

permissions 

Search tor delivery information about messages sent to or from a 
specific person, you can narrow the search tc messages with 
compliance management certain keywords in the subject 


organisation 

protection 

mail flow 


mobile 
public folder? 


•Maibox to search . 

userl X | browse.. 


Search tnr message' sent to 



Search for messages received from: 

Q [ 1 -fed. 

Seanh for these words in the subject kne 


Select this option to find 
messages sent from the 
mdifcon youre searching. 
Leave this box blank to find 
messages sent to anyone. 


unified messaging 

servers 

hybrid 


p search 


A 


search results 

/ 0 

FROM TO SUBJICT StNI TIME. 


There me no t terns to show in this vevr. 


0 viedw of Q total 


Select user (Ex: User2)— »click Add— >Click Ok 


TL 


https://srv1 .exchange.com/?pwmcid = 2&Launcher=... 


JD Help 


DISPLAY NAME 

a EMAIL ADDRESS 

Administrator 

Admin istrato r@exchange.com 

md 

md@exchange.com 

userl 

userl @ exchange.com 

user2 

user2 §)exchange.coni ! 

user3 

user3@exchange.com 

1 selected of 5 total 

Select a user from the list and dick Add. To add redpients who aren't on the list, 
type their email addresses and click Check names. 

add -> 

user2 [remove] : 


check names 


cancel 
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• Click Search 



, - l * W 



Administrator » ? » 


Exchange admin center 


recipients 

permissions 

compliance management 


rules delivery reports accepted domains ema address polices receive connectors 
send connectors 

Search tor delivery information about messages sent to or from a 
specific person. You can rurnwv the search to messages with 
cecum keywords in the subject 


organization 
protection 
mail flow 
mobile 
public foiders 
jrifred messaging 
servers, 
b/bbd 


•Maibox to search; 


userl X 

browse™ 

Search for messages sent to: 

usec2 X 

sHect users. 


Search for message* recetved from 
O select a user 

Search for these words in the subject kne 


• search 


A clear 


search results 

/ 0 

FROM TO SUBJECT SENT TIME 


There ate no items to show in this view. 


0 seeded of 0 total 


• Verify the messages sent by Userl 


I I — 


C3 £§) & hnps/r 5rv i exchange.com 'ecp/ P w i C 

3 delivery reports - Micr. 



r, a n 

fj Enfecptise Office 365 

* 

Administrator 



Exchange admin center 


recipients 

permissions 

compliance management 


rules delivery reports accepted domains ema ! address polices r eceive connectors 
send connectors 

Search tor delivery information about messages sent to or from a 
specific porso n. You can narrow the search to messages with 
certai n keywords in the subject 


organization 
protection 
mail flow 
mobile 
public folders 


•Maibox to search: 


user*! X | browse... 

Search for messages sent tor 




user2 X 


select users 


Search for messages received from: 

Of 


Search tor these words 10 the subject line 


jnrfted messaging 


p search 

A «ear 

servers 

search results 




FROM 

TO 

SUBJECT 

SENT TIME v 


LOC1 1 

uscr2 

Test riud from User 1 

S/21/2013 2A- 

A 

J 

! user! 

userz 

rest mail 

5/21/2013 122™ 

r 

• 




V 

i.jjserJ 

imf? 

TSSUttU 

_5/.l6Z2Qli.*23.„. 



1 (elected of 3 kite! 

https:- 'srvl.atchange com/^qi/Ripoftmg; Delk-ervfltpom s iak>?s dp- fa 
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Lab - 20: Creating a New Mailbox Database 


Objective: 

To manage Exchange Databases efficiently for each department 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



EXCHANGE.COM 

SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Windows Server 2012 


P 

Search 

O 

Share 


-D 

Devices 

o 

Settings 


Admimst 


*3 

Computer 

t5 


Network 


* 

Recycle 

Bin 


Control 

Panel 


T2 


235 ™* > ' 


May 17 


• Open Internet Explorer 


Start Administrator ^ 



r 



m 


e 

jAl 

Server Manager 

PowerShH 

Adimnattative 

Tools 

Store 

Odaui 

Programs 

Windows Media 

Player 

DNS 







n 

Computer 

Task Manager 



Character Map 

CMk Cleanup 

ADSIldt 

? 

m 



9 

\ 


Control Pend 

Internet Etpkvrr 



Snipping Tod 

Sound Recorder 

Active Deed) 

Users and . 





mk 

M 

rf 

Desktop 

#«i ■ - 



Mattt Input Panel 

Group Pobcy 
Management 

Active Deed 
Sites and .. 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

iiuernei explorer tniidiiteu security cunflyurdtion Is enabled 

Internet Explorer Enhanced Se.unty Configuration it currently enabled on your &eruer. Thu configurer a number of recunty rettingr that 
define bo* users browse Internet and intranet Web sites. The configuration obo reduces Ibe exposure of your server lo Web sites that might 
pose a srojnty risk. Tor a complete list of the security settings in this conhgu ration, see Everts of Internet Explore- Enhanced Seeuntv 
Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict acress to network resources, 
such as files on Universal Naming Convention (UNCJ shares. If you want to browse a Web site that requires Internet Fxplorer functionality that 
has been disabled, you can add the iYec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing internet Explorer bnhanc ed Secun ty configu r atio n. 


• Enter User Name and Password— >click sign in 
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• In Exchange Admin Center— ^select Servers 


-il" *■ 

C3 © hTTp? /5i\ i fKChange.com -rep/ 

P* SO 

-- severs - Microsoft Ex. 

mm 

PJ Enterprise Office 365 



Administrator - ? - 


Exchange admin center 


recipients 

servers 

databases database availab ity groups vduai directories 

certificates 

permissions 

/ \ fi 

0 



compliance management 

tm 

. SERVER ROLES 

VERSION 


organization 

fH SKVI 

Mailbox dent Access 

veraon i!»U(Build blfaulZ) ’S 

SRV1 




protection 




Mailbox client Access 

mail flow 




Vernon 150 (Build 516 3?) 

Standard trial Edib on 

mobile 




Unlicensed 

Enter Product Key 

public folders 





unified messaging 





servers 





hybrid 






1 seeded o' 1 tout 


• Select Databases tab— ►click New (+) 


- 1 ° l x 


*3 http? tv 1 exchange.com • 


CJ Enterprise Office 365 


P’bC ^ databases -Microsoft... 


Administrator 


9 . 


Exchange admin center 


recipients 


permissions 

compliance management 
organisation 


-““vers databases 


New 


database availabi ity groups virtual directories certificates 


+ ✓ i fi a ••• 

NAME ACT1,. SERVER.. STATUS BAOC- 


Maitxn Database 17/4511919 SKVI SKV 1 Mounted 0 


Mailbox Database 1774511919 


protection 

mail flow 


mobile 


public folder; 
jrifled messaging 


Servers 

SRV1 

Datatas? copies: 

Mailbox Database I774511919 vsrvi 
A ctive Mounted 
Copy queue length 0 
tenter* index state Healthy 
View details 


servers 


hybrid 


t seeded o* i tote 

| https:- av 1 .t*ch anqe cyn^tcprDE^qmt Zat^ba;« Kpc\ho*n«tc- f ak6* | 
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Enter Mailbox Database Name (Ex: Sales Mailbox Database)— »click Browse 

3 


https ://srv1 .exchange .com/7pwmci d = 3&ReturnObjectT ype = 1 . . 


□ x 


new database 


* Mailbox database 
[sales mailbox database" 


‘Server 


Database file path: 


Lop folder path: 


0 Mount this database 


Help 


save 

cancel 



^ 105% - 


Select Server Name (Ex: SRV1)— >click Ok 


https://srv1 . exchange. corr»/?pwmcid= 1 &Launcher=... 


— a x 


NAME 

VERSION 

DATABASE AVAILABILITY GROUP 

SRV1 

Version 15.0 (Biflld 51632) 





cancel 


0 
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• Click Save 



Verify the new Sales Mailbox Database in List View 

■ 





?d!LWm 



Administrator 


9 . 


Exchange admin center 

recipients 

permissions 

compliance manage meet 
organisation 
protection 
mail flow 
mobile 
public folders 
unified messaging 
servers 
hybrid 


servers databases database ava lability groups virtual directories certificates 

+ ✓ i fi a - 


NUt 

ADI.. 

SERVER... 

STATUS 

BADC-. 

I MaittxM uaubase 17M51 1919 

SRVl 

SRVl 

Mounted 

0 ] 

ales imlbw djtabasc 

SKV1 

SKV1 

Mounted 

J 



sales mailbox database 


j Servers 

SRVl 

| Database copies: 

sales maltxix databasc\SRVl 
j Active Mounted 
Copy queue length: 0 
j content index state unknown 
Vie* details 


t netted of 2 tot* 


0 
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Lab - 21: Creating User Mailboxes in new Mailbox Database 


Objective: 

To create user mailboxes in different databases based on the department. 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Windows Server 2012 


P 


Star. 


Q 


hare 


Devices 


o 


Setting; 


Admimst 


Q 

Computer 


Network 


t? 

Recycle 

Bin 


Control 

Panel 




235 


May 17 


• Open Internet Explorer 


Start 


Administrator 

• 

L 

• <k i 3 i 

m a 

t 

Jk 


Windowv Apminolralive 

Detail* WmdomMcdu 


Server Mjno 9 tt 

PowwShdi Took Store 

Prog 'ami Bayer 

DNS 

Q 

m 

* *>- 

R 

Computer 

Task Manager 

Character Map D>* Cleanup 

ADSI Edit 

P 

e 

« \ 





Active CVectt 

Control Panel 

I 1 

Sniping Tool Sound Recorder 

Um«d.. 



» F 

if 



Group Pokey 

Active CWectt 

Desktop 

i ■ ■ ■ 

Mate Input Panel Management 

Sdnand. 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

iiuernei explorer tniidiiteu security cunflyurdtion Is enabled 

Internet Explorer Enhanced Se.unty Configuration it mn-nlly enabled on your &eruer. Thu configurer a number of recunty rettingr that 
define bo* users browse Internet and intranet Web sites. The configuration obo reduces the exposure of your server to Web sites that might 
pose a srojnty risk. For a complete list of tbe security settings in this configuration, see Everts of Internet Explore- Enhanced Seeuntv 
Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict acress to network resources, 
such as tiles on Univeesal Naming Convention (UNCJ shares. If you want to browse a Web site that requires Internet Fxplorer functionality that 
has been disabled, you can add the iYec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing internet Explorer fcnhanc cd Secun ty configu r atio n. 


• Enter User Name and Password— >click sign in 
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In EAC— ^select Recipients— ^select Mailboxes tab — ^click Add (+) 



Exchange admin center 


recipients 

permissions 

com pi. arc? management 

organization 

protection 

mail flov. 

mobile 

public folders 

unified messaging 

servers 

hybrid 


mailboxes groups resources contacts shared migration 

+ • / i » p o •" 

DISPLAY NA.. » MAILBOX TYPE EMAIL AOOfiESS 


Admnetmor User Admmisti 3 tor«»e«chanqc.com 


Administrator 

user mailbox 

Adrm nistratortibexchanije.com 

title; 

Office: 

Work phone: 

Phone and Voice Features 

unified Messaging; Disabled 
Enable 

Mobile Devices 

Disable Exchange ActiveSync 

V/iew detail* 

In-Place Archive 

Archiving'. Disabled 
Enable 


In-Place Mold v 

! kar k *vt» ■ nvkr hold 


1 stfected o f 1 tout 

https: 'srvl. .exchange com/tcp/UsersGroups/Ma texes s iab?sho%%^ dp-fa Ite* 


• Enter Alias name— ►select New user-center First name & Display name— ►scroll down 


https://srv1 .exchar»ge.com/?pwmcid=2&ReturnObjectType = 1... 


new user mailbox 


Help 


Alias: 

userl 


O Existing user 

browse... 


• Hew user 
First name; 



[ This is the name that will be 

listed in Active Directory. 

This name can be different 
from the display name. 

V 


save 


cancel 


105% - 
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- 


Enter User logon name and Password— ^select More options 


https://srv1 .exchange.com/?pwmdd=2&ReturnObjectType= 1 . 



x 


new user mailbox 


Help 


rim luriav; 

userl 


Initials: 


userl 

1 a st ramp: 


‘Display name: 

user 

‘Name: 

userl 

Organizational unit: 

browse... 

‘User logon name: 

userl @ exchange.com ^ 

‘New password: 


‘Confirm password: 



□ Require password change or next logon 


More opti jo n s..] 


A 





save 




javascript: doPostBack('ctlOO$ResultPanePlaceHolderSNewMai 


cancel 

\ 1 05 % - 


j 


• Click Browse 


https://srv1.exchange.com/?pwmcid = 2&ReturnObjectType = 1.. 


new user mailbox 


Help 


userl 

Last name: 


‘Display name: 

user 

‘Name; 

userl 

Organizational unit: 

browse— 

• user logon name: 

userl <35 exchange.com v 

‘New password: 


‘Confirm password: 


□ Require password change on next logon 

Mailbox database: 



A 


You car choose the 
mailbox database lo store 
the primary mailbox in. If 
you don't. Exchange will 
automatically choose one 
for you. 


V 


save 


cancel 


3 * 105 % - 
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Select Sales Mailbox Database— >click OK 



https://srv1.exchange.com/?pwmcid=1&Launcher=ResultPanePl3ceHo)der_NewMailbox_ccnt... 


NAME 

* SERVER NAME 

VERSION 

Mailbox Database 1774511919 

SRV1 

Version 15.0 (Build 51632] 

1 sales mailbox database 

SRV1 

Version ISO (Build 51632) 



cancel 


• Click Save 


https://srv1 .exchange.com/?pwmcid = 2&ReturnObjectType = 1 ...I 


new user mailbox 


Help 


Organizational unit: 

browse... 

‘User logon name: 

<8> [exchange.com s/| 


‘Confirm password: 


HZ! Require password change on next logon 


userl 

‘New password: 

i 


Mailbox database: 


sales mailbox database X 


browse... 


Archive 

Use the archive to store old email. 

I I Create an on-premises archive mailbox for 
this user 

browse... 


Address book policy: 

[No Policy] v 


A 


V 


cancel 


^ 105 % - 
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Verification: 

• Verify the mailbox of user (Ex: userl) in Sales Mailbox Database 
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Lab - 22: Creating Migration Batch of User Mailboxes to Different 

Database 


Objective: 

To move user mailbox from one database to another database 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

Topology: 



EXCHANGE.COM 

SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


fc 

Admimstra 

tor 





Q 

Computet 




P 

* 

Network 




Search 

0 

Share 

* 

Recycle 

Bin 




:: 

P 

Control 

Panel 




€> 

Devices 

0 

Settings 


1211 

Sunday 
September 15 

■2 Windows Server 2012 




Windows Server 2C 



• Open Internet Explorer 


Start 


Administrator A 


& 

• a cl 

m 

0 

t 

Jk 


Wiruowi Adminurttne 

Default 

Wmdom Media 


Server Manager 

ftwwShc* Took Store 

Programs 

Player 

DNS 

Q 

m 

& 


R 

Computer 

Task Manager 

Character Map 

DiUt Cleanup 

ADSI Edit 

** 

e 

9 

\ 






Active Dvectc 

Control Pjnd 

I 1 

Sniping Tool 

Sound Recorder 

Uienand. 



ESC 

w 

if 




Group Pofccy 

Active Orectr 

Desktop 

i ■ ■ ■ 

Math Input PanH 


Sdnand. 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 






hrrpsy/srv I eKchange.com/ecp 


-3 Internet Explorer Enha. 


Add 

iiuernei explorer tniidiiteu security cunflyurdtion Is enabled 

Internet Explorer Enhanced Se.unty Configuration it mn-nlly enabled on your &eruer. Thu configurer a number of recunty rettingr that 
define bo* users browse Internet and intranet Web sites. The configuration obo reduces the exposure of your server to Web sites that might 
pose a srojnty risk. For a complete list of tbe security settings in this configuration, see Everts of Internet Explore- Enhanced Seeuntv 
Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict acress to network resources, 
such as tiles on Univeesal Naming Convention (UNCJ shares. If you want to browse a Web site that requires Internet Fxplorer functionality that 
has been disabled, you can add the iYec cite to the inclusion lists in the Local intranet or Trusted sites zones. For more information, see 
Managing internet Explorer fcnhanc cd Secun ty configu r atio n. 


• Enter User Name and Password— >click sign in 
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In EAC— ^select Recipients— ^select Migration Tab— *click New (+) 



- 1 ° i x 

a >> ® 


Administrate ▼ ? 


Exchange admin center 


recipients 

permissions 

compliance management 

organization 

protect on 

mail flow 

mobile 

public ''orders 

unifies! messaging 

servers 

hybrid 


mailboxes grojos resources contacts shared migration 

EJr. to view the statu* for ail currant migration batcher Status For All Batches 

i+U ✓ i 0 - 


A status Total SYNCED FlMAU.. FAlliO 

There are no items to show in this vie*. 


Qseectss ofQtctan 


| httpst. 'sTV I ewch ang* com 'e:p /Migrat ory'M -grade r Bate h es s lab ?s hew* lip* *a se* 


• Click Add (+) 
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• Select user (Ex:-Userl)— tclick Add— ►Click Ok 


https://srv1.exchange.com/?pwmcid=1&Launcher=ResultPanePlaceHol 


P Help 


DISPLAY NAME A 

EMAIL ADDRESS 

DATABASE 


Administrator 

Adm mistrator@excha nge.com 

Mailbox Database 1298107... 


Discovery Search Mailbox 

MsExchDiscovery Mailbox D9 1 98A05-4... 

Mailbox Database 1298107... 


Microsoft Exchange 

System M a! IboxbbS 58c35-97f 1 -4cb9 - ... 

Mailbox Database 1298107... 


Microsoft Exchange 

M sExchDiscovery eOdc 1 c29-89c3-403 ... 

Mailbox Database 1298107... 


Microsoft Exchange Appro... 

MSExchApproval1f05a927-3be2-4 , ft>9... 

Mailbox Database 1298107... 


Microsoft Exchange Federa... 

F ederated Email .4c 1 f4d8b -8179-4 1 48 -... 

Mailbox Database 1298107... 


Microsoft Exchange Migrat... 

M igration.8f3e77 1 6-201 1 -43e4-96b 1 ... 

Mailbox Database 1298107... 


userl 

user 1 Qexchanqexom 

Mailbox Database 129810... 


user 2 

user2<3>exc hange .com 

Mailbox Database 1298107... 


user3 

user3 <§>exc hange .com 

Mailbox Database 1298107... 


1 selected of 10 total 


add -> 


userl [remove]; 



• Click Next 


https://?fv1 exrhange.ram/?pwmcid=1&ReturnObjertType=18(migration=localmovp - New Mi 1 - 1 L * 

Help 

new local mailbox move 
Select the users 

Yoo can either use a CSV fBe to specify tire users you'd like to move, or you can select mailboxes 
individually Learn more 

^ Select the users that you want to move 

+ - 

DISPLAY NAME a EMAIL ADDRESS 


used user 1 Seulunyexom 


O Specify the users with » CSV file 

Browse 


1 mailboxes to migrate 


I 

next 


cancel 



^ 100 % - 


0 
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TECH NOLOGIE! 


• Enter name (Ex:-Userl Mailbox Move)— ►select Move Primary Mailbox Only— ►click Browse 


https://srv1 exchange com/'pwmcid-lfVRetwrnObjert I ype-1/Vmigration-loralmovp New Mi 


Help 

new locsl mailbox move 

Move configuration 

These configuration settings will be applied to the new batch. Learn more 

"New migration batch name; 

Used Mailbox Move 

Archive; 

O Move archive mailbox along with primary mailbox 
•' Move pnmary mailbox only 
O Move archive mailbox only 
Target database: 

Enter the database name you’d like to move this mailbox to: 




to: 


More options- 


back next | cancel 

‘♦s 100% - 


• Select Sales Database— ^click Add— ^click Ok 



https://srv1.exchange.conY?pwrncid=2&Launche... 


NAME a 

SERVER NAME 

VERSION 

Mailbox Database 129810715 2 

SRV1 

Version 15.0 (Build 516.... 

Sales Database 

SRVI 

Version 15.0 (Build 51 _ 


1 selected of 2 total 


add -> 


Sales Data base [remove]; 
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• Click Next 



• Click New 


https://srv1 Pxrhangr*rom/ ■'pwmnrl - 1 ft Hpfurn( )hjprt I ype - 1 Emigration- loralmove - New Mi „l “ . D T x 


new local mailbox move 

Start the batch 

A new migration batch will be created alter you click new. Learn more 

•After the batch a complete, a report will be sent to tie following recipients. You must select at least 
one recipient to receive this report. 

Administrator X browse.. 


You can start the batch automatically or start it later by selecting it m the migration dashboard and 
then ebeking Start. 

* Automatically start the batch 
O Manually start the batch later 

If you don't choose the option below, you will have to manually complete the migration batch by 
clicking tie 'Complete this migration batch' I nk on the right pane, after the ink becomes active. 
0 Automatically complete the migration batch 


bock 


row 

caned 



* 100 % - 
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Verification: 

1. In EAC verify the user (Ex:-Userl) under Sales Database 


4 https// srv 1 exchangacom/ecp/ 


P ’ G 4 mailboxes -Microsoft. 1 





|] Enterprise OHtp ?65 


Administrator 


Exchange admin center 


recipients 


mailboxes groups resources contacts shared migration 


permissions 

compl ancc marwgemfnt 

organisation 

protection 

mail flow 

mobile 

public 'aiders 

unified messaging 

servers 

hybrid 


+ * / ■ - 

RSPlAY NWi * 

P c - 

mailbox pr?£ 

EMAIL ADDRESS 

DATABASE 

i Admin ittratof 

LK«r 

Admit* ctiator©*xthang*xom 

Mailbox Database 1796 

tlVfl 

IHr* 

i nrr 1 ©r m hangr x ran 

SdnlMAn- 

users! 

User 

user2 fPcxchongc.com 

Mailbox Database 1296. .. j 

user 3 

User 

uS€r3C«xchangecDrn 

Mailbox Database 1296 . : 


■JSerl 

Usermaibox 

user 1 ©exchange com 

Frt* 

Office 

Wort phone 


Phone and Voice Features 

Unified Merging Disabled 
Enable 

Mobile Device* 

Disafcie Exchar.DC ActweSync 
Viewdctaib 




n-P ace Archive 

Arching. Disabled 
Enable 


In-P ace Hofd 

User it not under hold 


' sefcced of * total 
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Lab - 23: Enabling Archive Mailbox to Mailbox Enabled User 


Objective: 

To provide additional mailbox for a user 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


fc 

Admimstra 

tor 





Q 

Computet 




P 

* 

Network 




Search 

0 

Share 

* 

Recycle 

Bin 




:: 

P 

Control 

Panel 




€> 

Devices 

0 

Settings 


1211 

Sunday 
September 15 

■2 Windows Server 2012 




Windows Server 2C 



• Open Internet Explorer 


Start 


Administrator A 


& 

« a d 

m 

0 

t 

Jk 


Wiruowi Adminurttne 

Default 

Weidom Media 


Server Manager 

ftwwShc* tooh Store 

Programs 

Player 

DNS 

Q 

m 

& 


R 

Computer 

Task Manager 

Character Map 

DiUt Cleanup 

ADSI Edit 

** 

e 

9 

\ 






Active Dvectc 

Control Pjnd 

I 1 

Sniping Tool 

Sound Recorder 

Uienand. 



ESC 

w 

ft 




Group Pofccy 

Active Orectr 

Desktop 

i ■ ■ ■ 

Math Input Panel 


Sdnand. 
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TECH NOLOGIES> 


Enter the address https://FullyQualified Domain Name / Virtual Directory Name 


(Ex: https://srvl.exchange.com/ecp) 


-| ff l 


x 


)\&l 

9 


ltp* 7 /srvl CMC 


p ML® Internet Explorer Ertha... | 


Add 


$ 


iniiTiit'i rx|M«ir«*r rxHuruy * unfiqiiration is enabled 

Inte'-nffrt. Exolorur Enhanced Security Configuration is currently enabled on your server. This configures a number of secunty settings that 
de* ne ha/, uses trowse Internee end intranet Web sites. The configuration also educes the exposu e of your server to Wee sites that might 
pose a security risk. For a com pi etc list of the seounty settings in this configuration, see Eff ects of Internet Explore; Enhanced Security 
Configuration . 

This enhanced level oF eecudty can prevent Web ■ tes 'rom displaying correctly in internet evplorer and rertrirt acre?* to network r*sotrce r 
such os fife-- on Universal Naming convention (Ufic] shares. If you want to bro/rse a v/eb site that requires internet tvplorer functionality that 
has been disabled, you car add the Web site to the inclusion li^ts in the local intranet or Trusted sites rones, f or more information, see 
Managing mtrrnft Explorer tnhanrad r-ecunty configuration 


• Enter User Name and Password— »click sign in 
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In EAC— ^select Recipients— ^select user (Ex:-Userl)— ►click Enable under In-Place Archiving in 
Details Pane 


- 1 - 

Q » exchange.con P - C 1 mailboxes - Microsoft.. 

m 

fj Enterprise OlOte 365 

Administrator ▼ 

? . 


Exchange admin center 


recipients mailboxes groups resources contacts shared migration 


permissions 


compliance management 

+ - / 0 

p a ••• 




organization 

DISPLAY NAMF 

* MAJ l BOX TVPf 

FMAJl ADORES 



Administrator 

User 

Administrator dexchangexxxn 

Mobile Devices 

A 

protection 


User 

ujrrUu>exchangn com 

| Disable Eadiange 


mall flow 

us ec2 

User 

user 2 xchange. co m 

ActiveSync 

Disable OWA for Devces 


mo Pile 




View details 


public lolders 




in-P ace Archive 

Archiving: Disabled 


unified messaging 




katea 


servers 




In-Place Hold 

_ 





User isn't undw how 


hybrid 




Email Ccnrectivrr,' 



< 


> 


• Click Browse 


https://srv1 ,exchange.com/?pwmcid= 1 &ReturnObjectType= 1 &dtm=2&id=d77770c9-f1 dl -4 


create in-place archive 


Help 


Use the archive to store old email. 

Select a mailbox database for the archive: 



o Archiving is a premium feature that requires an Enterprise Client Access License (CAL). Learn more 


A 


ok 


cancel 


* 1115 % - 
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Select Database— >click Ok 


https://srv1.exchange.com/7pwmcid- 18(Launchcr^ResultPanePlaceHoldcr_ErvibleArctweMailbox_conte.. 1 ” ! D I x 


NAME 


Mailbox Database 0779829595 


a SERVER NAME 


VERSION 


Version 15.0 (Build 712.24) 


cancel 


Click Ok 


https://srv1 .exchange.com/?pwmcid= 1 &ReturnObjectType= 1 &dtm=2&id=d77770c9-f1 dl -4. 


- d x 


create in-place archive 

Use the archive to store old email. 

Select a mailbox database for the archive: 


Help 


Mailbox Database 0779929595 


browse... 


9 Archiving is a premium feature that requires an Enterprise Client Access License (CAL). Learn more 


cancel 


http://technet.microsoft.com/en-US/library/ms.exch.eac.LearnMoreCAL(EXCHG.1 50).aspx?v= 1 [ M 1 5% ▼ 


0 
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In EAC verify Enabled Archive Mailbox for Userl 





- 1 ff I X 

C3 

//sr / 1 exchange.com ecp/ 

P'P 4 mailboxes -Microsoft.. | 

UU ^ ;•* 

fj fcnterpnse 

OHice 363 


Administrate r ▼ ? ▼ 


Exchange admin center 

recipients mailboxes groups resources contacts shared migration 


permissions 

compliance management 

organ ?ator 

protection 

mail flow 

mobile 

public folders 
unified messaging 
servers 
hybrid 


+- .✓ ft p a — 

DISPLAY NAME » MAIL BOX TYPE FMAIl ADDRESS 


AOmini suitor User Admm«tiator®e«ch3nge.coni 


uteri (her (Archive) userl Oexdunge.com 


user 2 User usef29exchange.com 


userl 

User mailbox 

userl ^exchange com 

Title 


Work, phone 


Pnone and Voice 
Features 

Unified Messaging; Disabled 
Enable 

Mobile Devices 

Disable Exchange 
ActiveSync 


1 selected of 5 total 


< 


> 


Verification: 


e 


Login as User-1 in Outlook Web App & verify Enabled Archive Mailbox 


3 https/Vsrv! eKChan9e.c0m 1 


P • AC |b> userl - Outlook Web - 


-i* ■■ 




Qa CXiDook Web App 


Ma>l Calendar People Tasks 


userl - O ? 


©new mail search malanO people P 

all unread to me flagged 

« IN-PLACE ARCHIVE - II! CONVERSATIONS BY DATE w 

a f avorites 
inbox 
Sent items 
Drafts 


* userl 
inbox 
Drafts 
Sent items 
Deleted items 
. unfc Email 
Notes 

a in fixe Aitfxv* userl 
Deletes items 


There are no riems to 
shew in this vi«w. 


There are no rtcnm to show m ttvs vew 


< 


> 
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Lab - 24: Creating Public Folder Mailbox and Public Folder 


Objective: 

To manage Public Folder Mailbox and Public Folders for sharing resources 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7 with MS Office 2013 installed. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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Steps: 


• Start 


Admmist 


*3 

Computer 


Network 


Recycle 

Bin 


Control 

Panel 


13 ^ • V I Saturday 

'H’O I February 22 


Windows Server 2012 


P 

Search 

O 

Share 

S3 

Start 

Devices 

o 

Settings 


• Open Internet Explorer 


Start 


Administrator 

•1 

fc 

■ ft g| 

m a 

« 

Jk 


W MOW Admm»strat»vo 

Default Windows Media 


Server Manager 

PowerShHl TooH Store 

Programs Player 

DNS 

Q 

m 

® & 

R 

Computer 

TakMng* 

Chanctn Map Dnk Cleanup 

AOSICtM 

W 

e 

* \ 





Active Orecto 

Control Panel 

internet Explorer 

Snipping Tod Sound Recorder 

Users and 



E» F 

tf 



Group Pofccy 

Active Direct* 

Desktop 

#■■■ ■ ■ 

Math Input Panel Management 

Sites and... 
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Enter the address https://FullyQualified Domain Name / Virtual Directory Name 

(Ex: https://srvl.exchange.com/ecp) 


-1*1 


ttpr//srv1 rxdianqexom/pcp 


p & Internet Explorer Enha... 



1 


Internet Explorer f-nhfinc eel Security C onfiqiir.itimi is rmthN 

Internet Explorer Enhanced Security Configuration Is currently enabled on your server. This configures a number of security 
settings that define how users browse Internet and intranet web sites. The configuration also reduces the exposure of your 
server to Web sites that might pose a security risk. For a complete 1st of the security settings in this configuration, see Effects 
of Internet Explorer Enhanced Security Configuration . 

This enhanced level of security can prevent Web sites from displaying correctly in internet Explorer and restr*ct access to 
network resources, such as files on Universal Naming Convention (UNC) shares. If you want to browse a Web site that 
requires internet Lxplorer functionary that has been disabled, you can add the Web site to the inclusion lists in the Local 
intranet or Trusted wtes /ones. For more information, see Managing internet Explorer Enhanced Security Configuration - 


• Enter User Name and Password— »click sign in 


Et https exchange.com . ... P - fi ° CE Exchange Admin Cent- 




Exchange Admin 


Oomam\user name: 
EXCHA!sjGE\Admtn*sTntor 


Password 


© sign in 
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• In EAC— ^select Public Folders— ^select Public Folder Mailbox— >click New Public Folder 
Mailbox 


y \ -4 https . 1 exchange.com . P - 6 C ] 4 public folder mailbox.. 

L- 1° JM 

<v& © 

(J Enterprise Office 30S 

Administratoi - ? - 


Exchange admin center 


recipients public fciders public folder mailboxes! 


permissions 
compliance management 
organization 


new pubic folder maribox 


+ ✓ ffl a 

NAME 


Public Mailbox 


protection 
mail flow 
mobile 

public folders 

unified messaging 
servers 


• CONTAINS 


Primary Hierarchy 


hybrid 


1 selected of 1 total 

| HHpvy/uvI. exchang e com/ctp/Publicfoldfr\/PubkfoldcrtMaifcDtgv«piMwwh dp:faHrr | 


• Enter Public Folder Mailbox Name (Ex:-Public Folder Mailbox)— >click Browse 


https://srv1 .exchonge.com/?pwmcid- 1 &ReturnObjcctTypc- 1 Public Folder Mailbox ... 


new public folder mailbox 


Help 


The flr« public folder mailbox created will contain the writable copy of the 
public folder hierarchy. 

•Name: 

Public Folder Mailbox 


organi7ational unit: 


browse... 


Mailbox database: 



[ If you don't select a 

database, one will be 
. automatically selected for 
you. 


cancel 


** 110 % - 
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• Select Database (Ex:-Mailbox Database)— ►click Ok 


https://srv 1 .exctiange£om/?pwmcid= 1&Launctiei=ResultPaiipPlac:el-k)klH_NHwPublicFolclerMailbo.. — I a IF x 


NAME 

a SERVER NAME 

VERSION 

FinanceDB 

SRV1 

Verson 150 (Build 712.24) 

HRDB 

SRV1 

Verson 15.0 (Build 712.24) 

ITDB 

SRV1 

Verson 15.0 (Build 712.24) 

Mailbox Database 0779929595 

SR VI 

Version 15.0 (Build 712.24) 

SalesDB 

SRV1 

Verson 15.0 (Build 712.24) 


cancel 


• Click Save 


https://srv1-exchdng«?.com/7p\,vrndd=1fi(IaurKt)ei=ResLiltPaiiePlacel-lokler_NpwPubli(:FolderMailbo 


NAME 

« SERVER NAME 

VERSION 

FinanceDB 

SRV1 

Verson 15.0 (Build 712^4) 

HRDB 

SRV1 

Verson 15.0 (Build 712.24) 

ITDB 

SRV1 

Verson 15.0 (Build 712.24) 

Mailbox Database 0779929595 

SRV1 

Version 15.0 (Build 712.24) 

SalesDB 

SRV1 

Verson 15.0 (Build 712.24) 


cancel 
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• Select Public Folders Tab— ►click New Public Folder 


eKchange.com , . public folders - Micro.. 


(] Enterprise Office 305 

A 

Administrator w ? * 


Exchange admin center 


recipients 

permission 


public folders public folder mailboxes 


New public Mdtf 


compliance management 


:+i 


1“ £3 ••• 


organization 


E 


protection 
mail flow 
mobile 


SUBFOLDER. . HAS SUBFOI OE... Mill ENABLED UAUBOX 


No public lokievs emit in this organisation BHoee you create a pubtrc 
fetter. ptease make sure chat you created at least one public folder 
mwirion To create a public folder ckck ‘Arkf ♦ . After you create the pwbln 
totter, you II need to assign permissions so users can access it and create 
subfolders. 


public folders 

unified messaging 


servers 


hybrid 


0 selected of 0 tut* 

| httpv./ 'wvt. exchange .com/ecp/Pul: I ’ en • ti : • hw tlab?»hpM>el pr M t tr ] 


Enter Public Folder name (Ex:-Sales Notice)— >-click Save 


https://srv 1 ,exctiange.<;orn/?pwmcicl« 2 &RetijinObjectType— 1 P... I — I 1=1 I 

Help I 

new public folder 


"Name: 


Sales Notice 


Path: 
|\ 


save 


cancel 




h»ttps://s.rv 1 exchange.com/ecp/PublicFolders/NewPublicFolder.asp> ■»*. -\ 10% 
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Verification 



Login as user (Ex:-Userl) in MS Office Outlook— ►expand Public Folders, All Public 
Folders— ►select Sales Notice— ►select New Post 


& S3 



Sales 

HOME SEND / RECEIVE 

POLDER 

Vf 23 

3 

2.x 

i 

( 

New New 

New 

• Delete 

Post 

Post Items - 

Meeting 

•« * 

Reply 1 

New 

TeamViewer 

Delete 



Sale* Notice Public Felders uteri Ootcfartge rom Outlook 

VIEW 

i Reply 
Reply All 

* Forward ** 3 Email 

Respond Quick Steps 


New Item (CtH + N) 

Create a new item. 

a Public Folders userl @ 
A All Public Folders 

Sales Notice 

Favorites 


Unread . 

W* didn't find anjthmQto ‘how he/f. 


Move Tags 


7 ta - s 

Search People 
03 Address Book 

T Filter Email' 

Find 


'Ch Sales Notice (Ctrl »Ej jD |. 


s it 13 


All FOIDER5 ARC L* TO OAT UPDATING AOORIS5 BOOK 


• Enter Subject and Message— ►click Post 


' U *3 O * * 

* 

Test Mail *or Publi c F older 

Discussion 


7 

HJ - S' X 

<3:*? ] Lj.sLUESIONi 

INSERT 

OPTIONS FORMAT TEXT REVIEW 










m 

in 


Q, 

Zoom 

B .X. Cut 

Paste 

. Format Painter 

Calibri CBo 

*|il • a' a’ :=-!=• 

i 

is Or 

r - 

00 

1C 

^ • _ =. s «£ «£ 

Attach 

File 

Attach Signature 
Item * ' 

Categorize 

1 

4 

Clipboard n. 


Basic Text r; 


Include 

Tags 


Zoom * 


Pestlo Saici Hotice 

Conversation Test M*e loi Public f o' Jet 

' 1 : l- :l 1(0 M»ilto»Pubkcfokl*r 



Verify the Public Message.. | 
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Login as user (Ex:-User2) in MS Office Outlook— ^access Public Folder Message 

& 0 ; 


Sale* Notice Public Folder* uter2 6 r>rhar\ge rom Outlook 


r® _ s 



New 


TeamViewec Delete 


Respond 


Quick Steps 


Find 


user2@>exchange.com 

a Public Folders - user2@ 
A ^ All Public Folders 

Sales Notice 

Favorites 


Search Sales Notice (Cult 

El P 1- 

All Unread Bjostf 

Newest • 

* Today 


userl 

* ' ! 

I Tert Mdl for Pub* f.„ 

2fH9 X| 

I VerVyihe PuCln 

1 


used 

Test Mail for PuhJ ic Folder 

Conv i Te-il MaNfo* Public Foldei 

Ported 0" kVed 09-09 2015 21:29 

I'astea to Salei Moure 

Verify the Public Message 


me 


ITEMS; 1 UNREAD: 1 


121 


□ 


All F OtDCRS ARE UP TO DATE. ONLINE 


0 
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Lab - 25: Enabling Malware Filter 


Objective: 

To prevent malicious emails from reaching Exchange users 

Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Exchange Server 
application installed. 

• A computer running Windows 7 with MS Office 2013 installed. 

Topology: 



SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Client 

IP Address 10.0.0.2 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 
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^■■■■■BManwaa 


Steps: 


• Start 


Admiral 


*3 

Computer 


Network 


Recycle 

Bin 


Control 

Panel 


E> 


431 Saturday 


Windows Server 2012 


P 

Search 

O 

Share 


Start 

Devices 

O 

Settings 


February 22 


• Open Internet Explorer 


Start Administrator ^ 



r 



□5 


e 

jAl 

Server Mjrv^get 

PowerSheR 

Administrative 

Tools 

Store 

Defauft 

Programs 

Windows Medu 
Player 

DNS 


m 





R 

Computer 

Task Manager 



Character Map 

Disk Cleanup 

AOSI td*t 

? 

m 



« 

\ 


Control Panel 

Internet Explorer 



Snipping Tool 

Sound Recorder 

Active Deed! 
Users and.. 






A 

rf 

Desktop 

pi ■ ■ - 



Mattt Input PanH 

Group Poky 
Management 

Active Daecti 
Sites and .. 
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• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 

(Ex: https://srvl.exchange.com/ecp) 



• Enter User Name and Password— >click sign in 


GE https exchange.com .•» . P * St C [£ Exchange Admin Cent.. 




Exchange Admin Center 


DomainViWf "Jrw: 

I EXCHANGRAdministtator 




© sign in 
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• In EAC— ►select Protection— ►click Edit 






L=l»l * 1 

Ol 

-4 https , . 

■tv 1 exchange.com ecp/ 

P • 6 C J .4 malware filter - Micro™ | 




(J Enterprise Office 305 


Exchange admin center 


recipients 


malware filter 


permissions 

compliance management 

organization 

protection 

mail flow 

mobile 

public folders 

unified messaging 

servers 

hybrid 



+ >i 0 t 4 -a 


tSABLtC 


NAVfc 


Default 


PRIORITY 



Enabled 

Relative priority: Lowest 


Sumnnary 

Malware detection ipsponsp: 

MRS the enure message 
sender notifications 
None 

Administrator notifications; 
None 

Customized notification tent: 
Not configured 


1 selected of 1 total 

| httpv/ 'uvI.pk - anqe < > p .lritnidiai^AnSfT d i«i iw .tWi h oi > hd| i : y»lMa I 


• Select settings— ►click delete attachments— ►check Notify Internal & External Senders—>enter 
email address (Ex:-administrator(5)exchange.com)— K:lick Save 


■ httprz//srv1.exdiangecom/?pwmad-3&RetufnOb|ectType=18udsOOOOOOOO 0000 0000 0000-000000000000 Windows Internet LxpL 


Default 


help 


general Malware Detection Response 

a settings When malware k detected in any attachment, select whether to delete the entire message or to 

delete al met- sage attachments. 

O Delete the entire message 
• Deete aH attachments and use default alert tec 
O Delete ad attachments and use custom alert text 


Notifications 

Sender Notifications 

Sends a message to the sender ol the undelivered message. 

Vj Mot -f , internal senders 
3 Notify external senders 

AdminkTmrar Notification* 

Sends a message to the administrator of the undelivered message. 

3 Notify acmmstraior about undelivered messages from internal senders 
Ac mmi era tor email address 

Admarustratort&exchangocom 

3 Notif y aernmstrator about uncMiveied • es sages Irons external senders 
Administrator email address 

Adminkt ra t or (& etc h angex o m 


save 


cancel 


- 
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Verification: 

• Login as user (Ex:-Userl) in MS Office Outlook— ►click New Mail 

Gt «-) . 


Oucc otc Today - Outlook 


B0 - B X 


HOME SEND /RECEIVE 

Delete 


FOLDER VIEW 


H go *. 

New New ( 

Email Items’ 

New Delete 

New Item (Ctil + N) 

Create a new Item. 

* IMi I I V^&WllliWWIII 

Inbox 
Drafts 
Sent Items 
Deleted Items 
iunk Email 
Outbox 
RSS Feeds 
Search Folders 


aF Reply 
Reply All 
Forward 
Respond 

February 25.2014 




3 Team Email 
Quicksteps 


kl Move * 

til Unread/ Read 

Search People 


Q Rules * 

Ul Categorize* 

L3 Address Book 


C|l. OneNute 

1* Follow Up • 

T Filter Email * 


Move- 

Tags 

Find 

A 


Ctftonrr Cutlooc Today 

Hnuijn 


Inoox 

0 

Oofts 

0 

Outsox 

c 


ss n 


AIL FOLDS RS ARE UP TO DATE CONNECTED TO: MICROSOFT EXCHANGE 


Click Attach File 



Paste 


Clipboard r; 


B / U 


INSERT OPTIONS 

- A . & 5 

Basic Text 


Untitled Mr.»9< (HTML) 
FORMAT TEXT REVIEW 


x/@ 
Address Check 
Book Names 

Names 


Mr 


/ 


Attach Attach Signature 
File Item * 

Include 


CE - ff 


P Follow Up* 

! High Importance 
A Low Importance 

Tags t> 


Q. 


Zoom 



Attach Fit* 

1 1 1 

f Cc... 1 [ 

Attach a file to this item. 

! Sutfeet 
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ZOOM 


TECH NOLOGIE! 


• Select EICAR file— »click Insert 



Enter user in To tab (Ex:-User2)— center subject— *click Send 

3 H *3 C* * * * Test Mai for MaKvae Flter - Message fUTML) 

MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW 

X 


? SI . fl X 


Paste 


Clipboard 


*|11 • A A 

B / U *y - A - - 


Basic Text 


To... user 2 


m*e i la & : 


Follow Up' 


Q. 


. j High Importance 

Address Check Attach Attach Signature Zoom 

* Low Importance 


Book Names File Item » 
Names Include 


Tags 


Zoom 


Send 


s jett Test Man lot Manvaiemtet 




fclLA&telfoffl 



a s 


SaewSwoM^aralucaaiMViM ell aaa ^«oms Okop W«ro > «M Mias* 


□ 
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TECH NOLOGIE! 


• Login as user (Ex:-User2)— >open EICAR file & verify the notification from Exchange 


inboK - user2$zoom com - Outlook 

F-OIDER 


EILE 

1 HOME 

SEND /RECEIVE 1 

E3 

sh\ 

X 

X 

Lai Reply 

New 

New 

• 

Delete 

(fj Reply All 

Email 

Items • 



Q Forward 


VIEW 


ATTACHMENT TOOLS 
ATTACHMENTS 


OH — 9 


=fc’ 


New 


Delete 


Respond 


Move to: ? 

&tj) To Manager 


^ Move’ 

§ Rules ’ 

r— 1 Unread/ Read 

S!i Categorize’ 

Search People 

L3 Address Book 


*3 Team Email 

* 

.*& OrieNote 

^ Follow Up ’ 

T Filter Email * 


Quick Steps 

r; 

Move 

Tags 

Find 

A 


* user2@zoom.com 
Inbox 
Drafts 
Sent Items 
Deleted Items 
funk Email 


1 Search Current Mailbox 'Oil* E) |. 

• Click here to turn on Insta nt 

* Seatch 

All Unread By Date* Newest* 

• Uteri 

user! *) 

Tnt Maillo. Mat^arr rrflri 7 0S PM 

Mslw»t *0(1 


Malware Alert Texltxt 

S izr MU B 

liKl ctangvd: Tu*iday, Prbiudty 25 .‘0t4 


Message i_j Klaivrare /uert Te»t ttt >402 B 

Valwar# was d#tect#d in one» or »or« attachments included with 

this <wa11 Message. 

Action: All atiachncrrts have been deleted. 

LlC.AR.tXl DOS/EICAR_TeSt_File 


Outbox 
RSS Feeds 


Search Folders 


2 iTT * i* 


.is 


So-* StocH W i*. . -*c of otc*. .* Woomts ttaiiiopSw-f • 




AIL FOLDtRS ARE UP TO DATE UPDATING ADDRESS BOOt CONNECTED TO. M< CROSOFT EXCHANGE 
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ZOOM 


TECH NOLOGIE! 


Lab - 26: Configuring High Availability for Exchange 2013 


Objective: 

To configure High Availability Services for Exchange Server 2013, so that mail service is available 
100% of the time 


Pre-requisites: 

Before working on this lab, you must have 

• A computer running Windows 2012 Server Domain Controller with Client Access Server 
installed. 

• Two computers running Windows 2012 Server Member Servers with Mailbox Servers installed. 

Topology: 




SRV1 

Domain Controller 

IP Address 10.0.0.1 

Subnet Mask 255.0.0.0 

Preferred DNS 10.0.0.1 


EXCHANGE.COM 

SRV2 

Member Server 

IP Address 10.0.0.2 
Subnet Mask 255.0.0.0 
Preferred DNS 10.0.0.1 


SRV3 

Member Server 

IP Address 10.0.0.3 
Subnet Mask 255.0.0.0 
Preferred DNS 10.0.0.1 
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TECH N OLOG IE! 

- 


Steps: Creating Database Availability Group 



• Open Internet Explorer 


Start 


Administrator 

• 

Server 

r 

Power Shefl 

ft a & 

Adn^ntretn* Defauft 

loob Store Programs 

9 

WrxJowo M«du 

Player 

e 

JL 

bkM 

DNS 

(5 

m 



9 

Compute' 

Task 

Character Map 

Disk Cleanup 

ADSltd* 

m 


1 9 

\ 






Art*e CVectt 

r — . i » i 

lOniol rind 

Internet bpbw 

Srwppaiq Tool 

Sound Reorder 

Uienand 




s 

rf 




Group Pofcry 

Active Dare* 

Desktop 

!■■■ - 

Mjt»- Input Panel 


Sites and... 
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.TECHNOLOGIES. 


• Enter the address https://FullyQualified Domain Name / Virtual Directory Name 

(Ex: https://srvl.exchange.com/ecp) 


ps // srv I cxchanyexom/rcp 


p - -» I 


e) Internet explorer Ertha. 


m 


i i — 

G> * © 



Internet t-xplnrer Hnh.im od Senirity < onf icjur.ilion is enabled 

Intenet Exolortr Enhanced Security Configuration is currently enabled on your server. This configures • number of security sellings that 
define ho/, users tKCv/se In.e rie - . end intranet Jbeb sites. The corihgu'dtion also eiJu.es the exposure of your server to Web sites that might 
pose a ^tcu'ity risk. For a complete list of Pie cecum.» .cttiiig. in tins configuration, see £ 

Configuration . 


Thus enhanced level of «rainty can prevent vreb -trs from di-playing rorrrrtly m [oremcr ^vplorrr and rcrtrirt acres-? to rehsnrv rpe^.rcf.e, 
such as files on Universal Naming convention (unic) share*. If you war* to browse a Web site that requires Internet Explorer functionality that 
ons been disabled, you con odd the Wen site to the inclusion lists in the Local intrenet or Trusted sites zones. For more information, see 
Managing internet Lypl^rer Enhanced t-eeuncy ConFqcratior . 


• Enter User Name and Password— K:lick sign in 
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ZOOM 


TECH NOLOGIE! 




In EAC— ►Click Servers Feature— ►select Databases Tab— ►click New(+) 


-4 https, r v I eMchange.com • 


P - flcj 


4 databases - 



fj ErttftfprtS# Office 365 


Adrumstiaux » ? * 


Exchange admin center 


recipients 

permissions 

compliance management 

organization 

protecr-on 

frsailflow 

mobile 

public fokJers 

uoifieo nr^ssagirg 

servers 

Hybrid 


ess databases database dvu at ty groups virtual directories certificates 


/ i P O 


ACTVE ON SERVER SERVERS- STATUS SAP CO. 


Mjaxnr Datafewr _ SRV 3 


0*\4ba r A 


Mailbox Database 0154472889 


SftVi 


Mounted 0 


Servers 

SRV3 

Database copies 

Maifeoi C«UL«C 0154472M9ySRV3 
Atliuv Mounted 
Copy i|upw length 0 
Content rtdei rt*fr. Unknown 
View details 


i se retro or? total 

j https:/ '\rvl. exchange ccxn'ecp/CBMgmt/ Databases «spj ‘shou*-rc : ‘she* J 


• Enter Database Name (Ex: Exchange Database)— ►click Browse 


https://srv1 .exchange.com/?pwmcid= 3&ReturnObjectTyp... 


x 


Help 

new database 


* Mailbox database 
| Exchange Database 

A Server 



Database file path: 



Log folder path: 


|y| Mount thii database 


save | | cancel | 

10O% - 
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TECH NOLOGIE! 


• Select Mailbox Server (Ex:SRV2)— ►click Ok 



https://siv1 .exchange.corn/?pwnicicl= 1 &Launche... 


NAME a 

VERSION 

DATABASE AVAILABILITY GROUP 

SRV2 

Version 1 5.0 (Build 51 &32) 





SRV3 Version 15.0 (Build 516.32) 


hlUii 'fl u ' U MU xin n i j iiu.tui u . u uu nr! 


• Click Save 


https://s rvl .exchange.com/7pwmci d -3&Retu rnObjectT yp... 


new database 


Help 


'Mailbox database 

Fxchange Databa*;** 


*Swv^r 


►RV2 


x 


browse... 


Database trio path: 

|C:\ Prog ram Files\Microsoft\Exchange ServerWI 5\Mailbo»| 

Log folder path: 

| C:\Proq ram files\Microsoft\Excbanqe ServeAVI S\Mailbo»| 
Ly] Mount this database 


cancel 

x . 1 1 i.i» u i»i.ii ' «.i u i,i«ii. m i lii / u.i ii ' i a l l 

«1100% - 
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Select Database Availability Groups Tab— »click New 




- |ff | X 

i nltps exchangexom rcp/ 

P* A C ] -4 database availability.. 


(J Enterprise Olfae 365 


1 AdrjrsutraU)' - ? ’ 


Exchange admin center 


recipients 


permissions 


compliance management 
organization 


protecr-on 


rers databases database availability groups virtual directories ceitifcates 

New I 


+! ✓ 


NAME 


0 

a WTTNESS SERVER MEMBER SEVERS 

fh*<e «m? no to show in thK v»ew 


mail flow 


mobile 


public foyers 
unified message 
servers 

hybrid 


j https vrvl. exchange com/*cp/D6MgiTjt/DAGi*: - prlato*# 


Oscrcteo ofOto f ai 


• Enter DAG Name (Ex:DAGl)— center Witness Server Name 

(Exrsrvl.exchange.com)— center DAG IP (Ex:10.0.0.10)— »click Add(+)— >click Save 




Microsoft Exchange Server-2013 


Page | 166 


www.zoomgroup.com 




ZOOM 


TECH NOLOGIE! 




Click Manage DAG Membership 


4 hltps//irvl aachanguoni/ecp/ 

Exchange admin center 


- I a 


p • fi c 


^^atabas^vailabilit^^^ ^5 


Adrumstraux » ? * 


recipients 

permissions 

compliance management 

organization 

protecr-on 

mail flow 

mobile 

public folders 

un fieo rr^sag rg 

servers 

hybrid 


server 


Manage DAG membership 


^dse availability groups virtual d r ectofies certificates 




WITNESS 5ERVER 


MEMBER SEVERS 


wl nrhanqr^cm 


DAG1 


Witness Server 

srvl -ewchange.ccyT! 


j htlpV' vrvl.eac’-' anq- - ‘^gmt DAGl>v 


i srretea of l tor* 


• Select Mailbox Servers (EX:SRV2,SRV3)— reliek Add— reliek Ok 


https://srv1 exchange.com/?pwmcid= 1 &Launche... 



x 


NAME 

VERSION 

DATABASE... 

SRV2 

Version IS O (Build 516-32} 


SRV3 

Version 15.0 (Build 516. 32} 



2 selected of 2 total 


add -> 


SRV 2 [r«mov«]; SRV 3 [remove]; 


cancel 


0 
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TECH NOLOGIES. 




Click Save 


h ttp s://srv 1 .exc hang c.com/? pw nrtcid = 4&Rctu rn ObjcctT yp... 


x 


Help 

managp database availability group membership 


Add or remove servers 


MEME 


SRV2 


SRV3 


Adding server ' S RV3 1 to the cluster. 



Click 'Stop' to rance-l the operation. Stopping the opp ration 
won't undo the changes already applied. 


stop 


save cancel 


«C100% - 


Click Databases Tab 


| -4 hups . I eHChange.co m -eg / 

Exchange admin center 


P • t C 14 database availability ... 



. 7 


recipients 

permissions 

compliance management 

organization 

protect on 

mail flow 

mobile 

public folders 

unified messaging 

servers 

hybrid 


servers (databases database availability groups v dual dfR tories certificates 


+ / I & i» 0 

NAME . VMlNESSSGtVER MEMBER StflVWS 


snrljrvrhanqrxon SRV3.SRV7 


DAG1 

Member Servers 

SRV3 

SKV2 

Witness Server 

uvl nchap^r corr 

DAG Network 

M spaDagMetwrork 


1 seetta; of 1 total 


0 
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Select Database (Ex: Exchange Database)— »click More— ^select Add Database Copy 


Y [ databases - Microsi * 


C | http; stv1.exchange.com 


f| Enterprise Offce 365 


Q* 5 


Administrator 


9 v 


Exchange admin center 


reap enis 


servers databases database availability groups virtual directories certificates 


permissions 

compliance management 
organ zaton 
protection 

P13 flow 
mobile 
pjb c foyers 
unified messag ng 

servers 

nyor c 


+ / is p a ... 


NAME 

AC 



M»lbo» Database ... 

M»ibOK Database . 

5R> 

Add database copy 

Add mailbox ddUOdic copy 


Mrrtp Database 

SR' ± 

Dismount 

S> 


■■■HVMi C smount 

C „ I as 


Exchange Database 
Dataoese aveit-jp it> g r ojo. 

0AG1 


Servers 

SRV2 

Dataoase copies 

Euthang# Daraba?e\SRV2 
Active Mounted 
Copy queue length: 0 
Content tr> Je* state Healthy 
via-* detail 


selected of <! tola 


• Click Browse 


Add Mailbox Database Copy - Google Chrome 




B https://srv1 .exchange.com/ecp/DBMgmt/AcdDatabaseCopy.aspx?pwmcid- 1 G&ReturnObject'ype- 1 Sod -051 9ec d 


add mailbox database copy 


Help 


Mailbox database name: 

[Exchange Database 

■specify mailbox server: 


browse... 


Activation preference number: 

I* a 

Servers hosting a copy of this database: 


SRV? 


< 


N 


Use this field to select the 
DAG member on which you 
want to add the new 
database copy. Click 
browse..., select the server 
that will host the copy from 
list, and click OK. 


More options... 


save 


cancel 
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Select Mailbox Server (EX:SRV3)— ►click Ok 


Select Server - Google Chrome 


https://srv1 .exchange.com/ecp/Picker5/M01lboxServerPickerPorAd' 


NAME 

a VERSION 

DATABA... 

SRV3 

Version 15.0 (Build 516.32) 

DAG 1 



ok 


cancel 


• Click Save 



0 
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TECH N OLOG IE! 


Click Close 


Add Mailbox Database Copy - Google Chrome 


:-j=i x 


A https://srv1 .exchange.com/ecp/DBMgmt/AddDatabaseCopy.aspx?pwmcid = 1 6&ReturnObjectType= 1 &id=051 9ec Q. 


add mailbox database copy 


Mailbox database name: 


Activation preference t 


Servers hosting a copj 


SRV3 


More options... 


You've completed the operation. 


Help 


(Exchange Database 

-Specify mailbox serve Savin 9 completed successfully. 


save 


cancel 


Verification: 


• Verify the Active and Passive Copies of Exchange Database in Details Pane 
(EX:SRV2,SRV3) 



Exchange admin center 


recipients 


servers databases database aveiability groups virtual directories certificates 


perm ss ons 

compliance narcgenrent 

orgar zaBor 

protection 

m3 flew 

media 

pub c focers 

un fed massagng 

servers 

hybrd 


+ / ii P 3 - 


NAME 

ACTIVE . 

5UWERS VVI. 

SI AT OS 

BAD C. 


Maifcox Database 

SRV3 

SRV3 

Mo tint pci 

0 

Darscase ava laoity gro^p- 

Mailbox Database ... 

5RV2 

SRV? 

Mounted 

0 

DAGi 

Mritp Database 

5RV2 

SUV? 

Mounted 

0 

$gfV9rs 






exchange Uatab- 

SRV2 

SKV2.SKV3 

Mounted 

0 

SRV2 


SRV3 



selected d 4 total 
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MCSE-2012 fuii Course 


MICROSOFT CERTIFIED SOLUTIONS EXPERT 


Practicals in real-time environment. Detailed curriculum with all 5 papers 
Duration: 1 Month | 4 Hrs Per Day (starts on 30* of every month) 
Batches: Morning: 8.30 to 10.30 • Afternoon: 2.00 to 4.00 • Evening: 7.30 to 9.30 


CCNA (v 2.0) Full Course 


CISCO CERTIFIED NETWORK ASSOCIATE 


Cisco Routers with BSNL/TELCO MUX & Live Channelised El 

Duration: 1 Month | 4 Hrs Per Day (starts on 30* of every month) 
Batches: Morning: 8.30 to 10.30 • Afternoon: 2.00 to 4.00 • Evening: 7.30 to 9.30 




\ 




Complete Package 
for Only 



Practicals on Live Web Administration + Integration of Windows with Linux/Unix (Samba Server) 
Duration: 2 Weeks | 4 Hrs Per Day (starts on is* &30 ,h of every month) 
Batches: Morning: 8.00 • Afternoon: 1.30 • Evening: 7.00 




I'.'iilillWIliJJiJIhAHiWIlWjWlllliltWIi: 



• Ethical Hacking, Cyber Security and Firewall • Open Source: A glimpse into advance Linux 

• VMware vSphere and MS Private Cloude • Cisco WAN Technology & Collaboration 


Fees: ? 5,900/- 

+ 14% Service Tax 

Duration: 3 Months 
4 Hrs Per Day 


Free MCSE & CCNA Exam Practice Questions 


[UAr | Ethical Hacking & 
EI1UE I Countermeasures Expert 

Course is mapped to EHCE course from US-Council (www.us-council.com) 

(Pre requisite is CCNA / MCSE / LINUX) 

Duration: 2 Weeks | 4 Hrs Per Day (starts on is 1 " & 30 th of every month) 
Batches: Morning: 7.30 or Evening: 6.00 


CCNP R&S 


rcisco CERTIFIED NETWORK PROFESSIONAL^ 


Duration: 1 Month | 4 Hrs Per Day (starts on 15 th of every month) 
Batches: Morning: 7.30 • Afternoon: 2.00 • Evening: 6.00 
• Labs on latest routers with IOS version 15.X 


Monitoring, Diagnostics & Troubleshooting Tools 

• PRTG • Wireshark • SolarWinds, etc. 


► / 


Fees: ? 9,500/- 

+ 14% Service Tax . 


1 00 % 

GUARANTEED 

JOB 


ASSISTANCE 



Exam Practice Challenge Labs 


CCIE R&S 


tcisco CERTIFIED INTERNETWORK EXPERT 


Duration: 1 Month | 4 Hrs Per Day (starts on is 1 " of every month) 
Batches: Morning: 7.30 • Evening: 6.00 

• Individual Rack For Every Student 

• Real time scenarios by 20+ years experienced CCIE certified industry expert who 
has worked on critical projects worldwide. 


Written + Lab Exam Focus 


FREE Full Scale 8 Hours Exam Lab Included 


Unlimited Lab Access For 1 Year 



Fees: ^ jBfOCG/; 
Introductory Special Offer 

Fees: ? 5,500/- 

+ 14% Service Tax 



Fees: ? 

Introductory Special Offer 

Fees: ? 9,999/- 

+ 14% Service Tax 






Duration: 2 Weeks | 4 Hrs Per Day (starts on is* & 30* 1 of every month) 
Batches: (Contact the Counselors for the next available batch) 


Duration: 2 Weeks | 4 Hrs Per Day 

Batches: (Contact the Counselors for the next available batch) 


CCNA SECURITY 


(Pre requisite is CCNA R&S) 


CISCO CERTIFIED NETWORK ASSOCIATE - SECURITY] 


Duration: 2 Weeks | 4 Hrs Per Day (starts on 15* of every month) 
Batches: Morning: 7.30 or Evening: 6.00 


CCNP SECURITY 


(Pre requisite is CCNA Security at ZOOM) 


CISCO CERTIFIED NETWORK PROFESSIONAL - SECURITY 


Duration: 2 Weeks | 4 Hrs Per Day (starts on 30* of every month) 
Batches: Morning: 7.30 or Evening: 6.00 


CCIE SECURITY 


(Pre requisite is CCNA & CCNP Security at ZOOM) 


CISCO CERTIFIED INTERNETWORK - SECURITY. 


Duration: 1 Month | 4 Hrs Per Day 

Batches: (Contact the Counselors for the next available batch) 


Fees: ? 2,500/- 

+ 14% Service Tax 



Fees: 2,500/- 

+ 14% Service Tax 



Duration: 2 Weeks | 4 Hrs Per Day (starts on 1 5* & 30* of every month) 
Batches: (Contact the Counselors for the next available batch) 


Fees: ? 2,500/- 

+ 14% Service Tax 


Fees: ^ 7,500/- 

+ 14% Service Tax 


Fees: ^ 9,500/- 

+ 14% Service Tax 


Fees:^1 5,500/- 

+ 14% Service Tax 


VMware vSphere (Pre requisite is MCSE) 

Duration: 1 Month | 4 Hrs Per Day (starts on 1 5* of every month) 
Batches: Morning: 7.30 and Evening: 7.30 


Fees: ? 4,950/- 

+ 14% Service Tax 


VMware vCloud (Pre requisite is VMware vSphere) 

Duration: 1 Week | 4 Hrs Per Day (starts on 1 5* of every month) 


Batches: Morning: 9.30 to 11.30 


■diiJd'iJiiiniJhnHHT 


Duration: 2 Weeks | 4 Hrs Per Day 

Batches: (Contact the Counselors for the next available batch) 



Fees: ? 2,500/- 

+ 14% Service Tax 


Fees: ^ 5,500/- 

+ 14% Service Tax 


We also offer the following courses (Contact the Counselors for the next available batch) 

► CCNA Voice @ ^7,500/- ► CCNA Data Center @ ^7,500/- 

► CCNP Voice @ ?9,500/- ► CCNP Data Center 

► CCIE Collaboration @ 5,500/- ► CCIE Data Center 

► IPv6 Migration @ ^5,500/- 


?9,500/- 

5,500/- 


FACULTY 


► All Senior Engineers of Zoom working on Live projects 

* Training Engineers of British Army, CISCO, CMC, GE, BSNL, Tata Teleservices and 
Several Corporates etc for 18 Years. 


www.zoomgroup.com 
















FREE Training 


Zoom Technologies offers a number of free resources for the professional development of network 
engineers. 

Register on our website to get access to the video recordings of live sessions on: 

■ MCSE - Windows Server 201 2 

■ Cisco - CCNA "1 

■ Cisco -CCNP r All Tracks (R & S, Security and Voice) 

■ Cisco -CCIE J 

■ Exchange Server 2013 



- Ethical Hacking and Countermeasure Expert (www.us-council.com) 

Find us at: www.zoomgroup.com 

Like us on Facebook and get access to free online webinars as well as special offers and discounts. 

https://www.facebook.com/ZoomTechnolgies 


Online Training 


Online Training at Zoom is a cost effective method of learning new networking skills from the 
convenience of your home or workplace. 

Taking an online training course has many advantages for everyone (Freshers / Working Professionals). 
Zoom offers online training for the highly coveted CCNA, CCNP and CCIE courses as well as MCSE, 
Linux, VMware, Ethical Hacking and Firewalls, IPv6 with more courses planned for the near future. 
These are live instructor led courses, using Cisco WebEX. Check out our online course offerings at: 

http://zoomgroup.com/online_course 


Job Opportunities 


There is a high demand for network and security professionals at all times. Apart from job opportunities 
in India and the Middle East, network and security administrators are also sought-after in the US and 
Europe. 

If you do not have the right skills, then get them now! Choose the experts in network and security 
training, an organization which has already trained over one hundred thousand engineers. 

For the latest job openings in networking and security, register and upload your resume on: 
http://zoomgroup.com/careers or visit zoom to choose job offering from several multinational 
companies. 


0 


ABOUT US 


ZOOM Technologies India Pvt. Ltd. is a pioneering leader in network and security train- 
ing, having trained over a hundred thousand engineers over the last two decades. 

We offer a world class learning environment, with state-of-the-art labs which are fully 
equipped with high-end routers, firewalls, servers and switches. All our courses are 
hands-on so you'll get much needed practical experience. 

The difference between us and the competition can be summed up in one simple sen- 
tence. Our instructors are real-time network professionals who also teach. 

Zoom has designed, developed and provided network and security solutions as well as 
training to all the big names in the Indian industry, for the public sector as well as corpo- 
rate leaders. Some of our clients are: 

TATA 

BSNL 

VSNL 

Indian Railways 
National Police Academy 
Air Force Academy 
IPCL- Reliance Corporation 
CMC 

British Army 

No other training institute can boast of a customer base like this. This is the reason for 
the resounding success of our networking courses. If you do not have the right skills, then 
get them now. Come, join the experts! 


Training Centers in Hyderabad, India. 


Banjara Hills 

Ameerpet 

Secunderabad 

Dilsukhnagar 

HDFC Bank Building, 2nd Floor, 

# 203, 2nd Floor, 

Navketan Building, 

1st Floor, # 1 6-1 1 -477/B/1 &B/2, 

Road #12, Banjara Hills, 

HUDA Maitrivanam, Ameerpet, 

5 Floor, # 501 

Shlivahana Nagar, Dilsukhnagar, 

Hyderabad - 500 034 

Hyderabad -500 016 

Secunderabad - 500 003 

Hyderabad - 500 060 

Telangana, 

Telangana, 

Telangana, 

Telangana, 

India. 

India. 

India. 

India. 

Phone: +91 40 23394150 

Phone: +91 40 39185252 

Phone: +91 40 27802461 

Phone: +91-40-24140011 

Email: banjara@zoomgroup.com 

Email: ameerpet@zoomgroup.com 

Email: mktg@zoomgroup.com 

Email: dsnr@zoomgroup.com 


website: www.zoomgroup.com 


